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RISK AND RESILIENCY: 
CREATING A RISK AWARE CULTURE
Asset owners today face an increasingly complex landscape marked by economic uncertainty, 
evolving regulatory pressures, and rising cyber threats. As these challenges grow, the focus on risk 
management and resiliency has never been more critical. 

In December 2024, Northern Trust hosted an Asset Owner Client Summit where industry experts 
delved into some of today’s most prevalent risks and shared insights on how best to embrace and 
manage them while building resiliency. Live polling questions enabled us to gain insights from all 
pension schemes attending.

Cyber Risk: Identifying and Defusing the Threat of Attack

This session featured a fireside chat with Ben Bobroff, global head of Digital Solutions Consulting at Northern Trust and 
Dean Chapman, lead cyber consultant from WTW, covering ways that asset owners can stay on top of how best to embrace 
risk and build cyber resilience.

To kick off the session, Ben asked the audience if they have experienced either a real or test cyber incident at work and 
90% responded yes, while 47% responded that they have provided input into their organisation’s incident response plans. 
Effective risk management begins with taking a risk-based approach, recognising that risk is a function of severity and 
probability – how significant the impact of a cyber threat could be and the likelihood of it occurring. 61% of respondents 
said they have assessed their critical assets in the last 12 months, a crucial first step in building a comprehensive risk strategy. 
From this foundation, organisations can identify gaps in their processes, implement targeted controls and incident response 
plans and establish a cycle of continuous monitoring and reviews to ensure their strategy and processes remain effective.

The discussion then led into the evolving threat landscape, such as ransomware and the rise of clone websites or 
fraudulent social media accounts. When the audience was asked if they have a formal process to reduce such threats, 
38% said yes. While this is a promising figure, it highlights room for improvement. As cloud computing and outsourcing 
reshape disaster recovery and incident response planning, organisations should have strategies in place to respond and 
recover from such threats as well as rigorous due diligence with service providers to address vulnerabilities effectively.

To stay ahead of potential threats, organisations should embrace a proactive approach by leveraging regular threat 
intelligence, strengthening threat detection capabilities, and ensuring communication security standards are well-integrated 
across the organisation. A robust governance model is equally important, providing the framework to adapt strategies, 
enforce accountability, and maintain resilience against emerging risks.
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Insights from the C-Suite: Diary of a Chief Risk Officer

We welcomed Sarah Nowell, chief risk officer from London CIV, and Dana 
Grey, chief risk officer from the Pension Protection Fund to the stage for this 
session that explored some of today’s most prevalent risks, hosted by 
David Copley, chief risk officer, Asset Servicing Global Fund Services & 
Hedge Funds at Northern Trust.

This session brought insight into the scope and remit of the respective 
risk teams at the pension schemes and provided a comparative to Northern 
Trust’s own risk team, emphasising that teams should be appropriately sized 
within the overall enterprise, with governance well established to support 
effective risk management. 59% of the audience reported having up to five 
people in their risk organisation. This emphasises the importance of risk teams 
working closely with other departments across the organisation to understand 
the drivers and objectives of the wider business. Risk teams play a crucial 
role in driving accountability and promoting a strong risk culture across 
an organisation.   

There is commonality in the inherent risks being managed: the strategic 
risk of responding to market forces and regulatory changes, operational 
resiliency risk – particularly cyber risk – and investment risk, including asset 
safety. Overall, cyber, investment/market, and resiliency risk emerged as 
the top inherent risks facing organisations. These risks reflect an increased 
reliance on technology, uncertainty within global markets and the need 
for organisations to withstand disruptions. 

The management of cyber threats continues to evolve, with respondents 
highlighting the broad range of sources they rely on to keep up to date with 
risk frameworks and emerging threats. When asked where they gather 
information on current approaches and threats, 64% pointed to specialised 
consultants as a key source.

Looking ahead, the risk outlook for the coming years underscores two key 
areas of focus: the change and associated risks that will feed from UK political 
decisions which was unsurprisingly prominent with 56% of the audience 
highlighting it as an external factor influencing their risk profiles, accompanied 
by the ongoing emphasis on operational resiliency. By maintaining proactive, 
adaptable strategies, good governance and a strong risk culture, organisations 
will be better equipped to navigate the evolving risk landscape.
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To learn more
To find out more about how Northern Trust can support your organisation, 
please contact your local Northern Trust representatives, business development teams or:

A-Suite by Northern Trust

A-Suite by Northern Trust | LinkedIn
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