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1 NORTHERN TRUST'S COMMITMENT TO DATA PRIVACY 

1.1 About Northern Trust 

Northern Trust Corporation (the Corporation) is a financial holding company that is a leading 
provider of asset servicing, fund administration, asset management, fiduciary and banking 
solutions for corporations, institutions, families and individuals worldwide. The Corporation 
conducts business through various U.S. and non-U.S. subsidiaries, including The Northern 
Trust Company. 

The Northern Trust Company is an Illinois banking corporation headquartered in Chicago and 
the Corporation’s principal operating business. Founded in 1889, the Northern Trust 
Company conducts its business through its U.S. operations and its various U.S. and non-U.S. 
branches and subsidiaries. 

“Northern Trust / Northern Trust Group” means Northern Trust Corporation and its 
subsidiaries as defined in section 2 below. 

1.2 Northern Trust's commitment to data privacy 

Northern Trust respects the right to privacy, including the rights of individuals to control the 
dissemination and use of Personal Data that relates to them or describes them or their 
personal choices. 

Northern Trust is committed to complying with these Binding Corporate Rules (BCRs), which 
have been endorsed by the Northern Trust Compliance Risk Committee, in connection with its 
Processing of Personal Data for its own activities. 

In addition to these BCRs, Northern Trust seeks to comply with all Applicable Law including, 
where applicable, the EEA Data Privacy Laws (as defined below). 

1.3 Objective of the BCRs 

Northern Trust's commitments set out in, and its compliance with, these BCRs intend to 
provide assurance regarding such Personal Data Processing activities of the Northern Trust 
Group, including such transfers of Personal Data between members of the Northern Trust 
Group, as are stated to be within the scope of these BCRs as set out in section 3.2. 
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2 DEFINITIONS AND ABBREVIATIONS 

Term Definition 

Applicable Law applicable national laws and regulations on data protection and data 
privacy. 

Binding Corporate 
Rules (Controller) or 
BCRs  

the terms set out in this document. 

Binding Intra-Group 
BCR Membership 
Agreement 

the agreement between the members of the Northern Trust Group 
which legally requires compliance with these BCRs. The Northern 
Trust Group members who have entered into the Binding Intra-
Group BCR Membership Agreement are listed in Schedule 1. 
 

Criminal Offences  
Data 

any Personal Data caught within scope of Article 10 GDPR and 
Applicable Law, including Personal Data relating to criminal 
convictions and offences. Northern Trust is most likely to Process 
Criminal Offences Data when Processing Employee Personal 
Data. 

Consent means any freely given, specific, informed and unambiguous 
indication of the data subject's wishes by which he or she, by a 
statement or by a clear affirmative action, signifies agreement to 
the processing of personal data relating to him or her;  

Contractual Obligation means that the Processing is necessary for the performance of a 
contract to which the Data Subject is party or in order to take steps 
at the request of the Data Subject prior to entering into a contract.  

Competent Supervisory 
Authority 

  means, in relation to any entity, any Supervisory Authority competent 
in relation to compliance by that entity with GDPR. 
  
  Data Controller the natural or legal person who alone or jointly with others 
determines the purposes and means of Processing Personal 
Data. 

Data Exporter means the member of the Northern Trust Group that exports or 
transfers Personal Data to a member of the Northern Trust Group 
that is located in a Third Country. 

Data Importer means the member of the Northern Trust Group located in a Third 
Country that imports or receives a transfer of Personal Data from 
the Data Exporter.   

Data Privacy data protection as promulgated by EEA Data Privacy Laws. 

Data Processor the natural or legal person which Processes Personal Data on 
behalf of the Data Controller. 

Data Subject an identified or identifiable natural person; an identifiable natural 
person is one who can be identified, directly or indirectly, in 
particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or 
more factors specific to the physical, physiological, genetic, 
mental, economic, cultural or social identity of that natural person. 
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 EEA Data Privacy Laws the GDPR and the Privacy and Electronic Communications Law, 
including as implemented or promulgated in EEA member states. 

EEA the European Economic Area which comprises the member 
states of the European Union together with Iceland, Liechtenstein 
and Norway. 

Employee any: (a) current, former and prospective employee; (b) current, 
former and prospective individual contractor; (c) volunteer; (d) 
agent; (e) temporary and/or casual worker or intern; or (f) member 
of Northern Trust's Compliance Risk Committee or other director of 
Northern Trust, in each case, of (or in respect of) any member of 
the Northern Trust Group, and Employees shall be construed 
accordingly. 

Explicit Consent means Consent that is expressed by a clear and specific statement 
or declaration by the Data Subject.  

GDPR the European Union Regulation on the protection of natural 
persons with regard to the processing of personal data and on 
the free movement of such data (Regulation 2016/679)  

Global Privacy Policy Policy which sets forth a consistent, global approach to 
compliance with all applicable laws, rules, and regulations 
relating to privacy and principles for the responsible use and 
protection of Confidential Information.  

Legitimate Interest means Processing is necessary for the purposes of the 
legitimate interests pursued by the Data Controller or by a third 
party, except where such interests are overridden by the 
interests or fundamental rights and freedoms of the Data Subject 
which require protection of Personal Data.  

Legal Obligation/s means that the Processing is necessary for compliance with a 
legal obligation to which the Data Controller is subject.  

Liable BCR Member Northern Trust Global Services SE (“NTGS SE”) being the 
member of the Northern Trust Group with delegated Data 
Privacy responsibilities and will be responsible for compliance 
with these BCRs.  

Northern Trust / 
Northern Trust Group 

the group of companies comprising the Northern Trust 
Corporation, a corporation organised and existing under the laws 
of Delaware, United States of America whose principal place of 
business is at 50 South La Salle Street, Chicago, Illinois 60603, 
USA and each of its subsidiaries that have agreed to be bound by 
these BCRs as specified in section 3.2 below. 

Northern Trust Personal 
Data 

means Personal Data that a Northern Trust Group member (acting 
as a Data Controller) discloses or makes accessible to a third party 
(acting as a Data Processor on behalf of the Northern Trust 
member). 
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Personal Data any information relating to a Data Subject, including but not limited 
to employee data, business contact data, client data, and third 
party data (as each of the foregoing are set out in section 3.3.1) 
the Processing of which is subject to EEA Data Privacy Laws. 

Privacy and Electronic 
Communications Law 

the: 
(a) EU Directive on privacy and electronic 

communications (2002/58/EC); and 

(b) EU Regulation (when in force) concerning the respect for 
private life and the protection of personal data in 
electronic communications and repealing Directive 
2002/58/EC (the e-Privacy Regulation). 

 
Processing any operation or set of operations which is performed on Personal 

Data or on sets of Personal Data, whether or not by automated 
means, such as collection, recording, organisation, structuring, 
storage, adaptation or alteration, retrieval, consultation, use, 
disclosure by transmission, dissemination or otherwise making 
available, alignment or combination, restriction, erasure or 
destruction and Process and Processes shall be construed 
accordingly. 

Public Interest means Processing is necessary for the performance of a task 
carried out in the public interest or in the exercise of official 
authority vested in the Controller. 

Risk Guardian an individual identified by Northern Trust as the individual within 
the relevant Northern Trust department or region who is the 
person who supports or facilitates for that department or region in 
respect of highlighting the importance of privacy and information 
security in everyday activities and the BCRs.. 

Risk Guardian Network individuals identified to serve in a collaborative partnership 
between Corporate Risk & Compliance and the Business Units, 
aimed at highlighting the importance of privacy and information 
security in everyday activities. 

Substantial Public 
Interest 

means that the Processing is necessary for reasons of substantial 
public interest based on EU or Member State law.  

Special Category Data any Personal Data within the definition of Article 9 GDPR or other 
equivalent definitions under Applicable Law, including Personal 
Data about a Data Subject’s racial or ethnic origin, political 
opinions, religious or philosophical beliefs, trade union membership, 
data concerning health or data concerning a Data Subject's sex life 
or sexual orientation and the Processing of genetic data, biometric 
data for the purposes of uniquely identifying a Data Subject. 
Northern Trust is most likely to Process Special Category Data 
when Processing Employee Personal Data. 

Supervisory Authority any national data protection supervisory authority within the EEA. 
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Third Country any country that is not a member state of the EEA and does not 
have an adequacy decision in its favour issued by the European 
Commission. 

TIA a review and impact assessment of Northern Trust's data 
transfers, including an assessment of applicable local laws and 
practices of the Third Country to which Personal Data is 
transferred, where appropriate, identification of appropriate 
safeguards to be applied to the transfers. 
 

Vital Interests means Processing is necessary to protect the vital interests of the 
Data Subject where the Data Subject is physically or legally 
incapable of giving consent.  

 
3 DATA PRIVACY LAW AND THESE BCRs 

3.1 Background to these BCRs 

3.1.1 What is data privacy law? 

Data Privacy (or "data protection" as it is also referred to in Europe) is about providing 
individuals with visibility, reassurance and protection as to how their information is used by 
organisations. In Europe, this protection is enshrined in the European Charter of Fundamental 
Rights and has been recognised in the EEA Data Privacy Laws. 

To provide this protection, EEA Data Privacy Laws establish good data handling and data 
management principles. EEA Data Privacy Laws also grant specific rights to individuals (such 
as the right to access, correct, erase, restrict and port their information and the right object to 
Processing in certain circumstances). 

3.1.2 When do EEA Data Privacy Laws apply to Northern Trust? 

EEA Data Privacy Laws govern the way in which Northern Trust collects, stores and uses 
Personal Data about its Employees, workers, business contacts, clients, clients' investors and 
other individuals.  

3.1.3 Data Privacy law and international transfers of Personal Data 

Under the EEA Data Privacy Laws (in particular, the restrictions set out in the GDPR on the 
transfer of Personal Data outside of the EEA in order to ensure that the level of protection of 
Data Subjects is not undermined) there are certain restrictions placed on the transfer of 
Personal Data from the EEA. Personal Data may only be transferred outside of the EEA, 
where adequate protection is afforded to such data in the location where it is transferred. Only 
a limited number of countries have had their laws recognised by the European Commission 
as having "adequate" protection. This means that the relevant Data Controller needs to take 
certain legal steps before an international transfer is undertaken. 

In undertaking its Processing activities, Northern Trust takes steps to ensure that where it 
transfers Personal Data to locations outside the EEA, on its own behalf, such transfers are 
undertaken in accordance with Northern Trust's obligations under the EEA Data Privacy 
Laws. 

These BCRs create a binding corporate rules framework which has been approved by the 
relevant European Supervisory Authorities as providing an adequate level of protection for 
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Personal Data transferred to members of the Northern Trust Group outside the EEA and 
located in a Third Country, in particular in accordance with EEA Data Privacy Laws (in 
particular the mechanism set out in the GDPR for the approval of binding corporate rules). 
This permits members of the Northern Trust Group including those located in the EEA to 
make transfers of Personal Data to other members of the Northern Trust Group located in a 
Third Country outside of the EEA that have committed to be bound by the terms of these 
BCRs. 

All members of the Northern Trust Group which Process Personal Data subject to EEA Data 
Privacy Laws, or which otherwise Process Personal Data within the scope set out in section 
3.2.2, are committed to complying with these BCRs and have entered into the Binding Intra-
Group BCR Membership Agreement. The Northern Trust Group members who have entered 
into the Binding Intra-Group BCR Membership Agreement are listed in Schedule 1. 

These BCRs must be followed by all members of the Northern Trust Group and by all 
Employees. Failure to comply with these BCRs will lead to appropriate corrective and 
potential disciplinary action. 

3.2 Scope 

3.2.1 Scope of these BCRs 

These BCRs regulate the Northern Trust Group's activities as set out in Schedule 2 
(Description of Transfers) and Schedule 3 (Lawful Basis).  

Corporate Compliance Function is responsible for the Global Privacy Policy which includes 
the BCRs. The Global Privacy Policy is structured so that information about its operation and 
effectiveness flows upward in ongoing processes through Northern Trust to the relevant 
Committees of the Board of Directors and the Board itself, as appropriate. 

3.2.2 Data covered by these BCRs 

Northern Trust Group members will comply with these BCRs in respect of: 

(a) its Processing of Personal Data that is subject to the EEA Data Privacy Laws, 
including: 

(i) the Processing of Personal Data by a member of the Northern Trust Group 
as a Data Controller in the context of its establishment in the EEA regardless 
of whether the Processing takes place in the EEA or not; and 

(ii) the Processing of Personal Data by a member of the Northern Trust Group 
located in a Third Country outside the EEA if and to the extent that the 
Processing activities are related to: 

(A) the offering of goods or services, irrespective of whether a payment 
of the Data Subject is required, to such Data Subjects in the EEA; or 

(B) the monitoring of their behaviour as far as their behaviour takes place 
within the EEA. 

(b) any transfer of Personal Data that is subject to the EEA Data Privacy Laws from a 
member of the Northern Trust Group located within the EEA (or located outside the 
EEA where section 3.2.2(a)(ii)applies) to other members of the Northern Trust Group 
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(being "internal controllers" and/or "internal processors") and which are located in a 
Third Country outside the EEA, to the extent that it has not been recognised as 
providing an adequate level of protection pursuant to Article 45 and any subsequent 
Processing of such Personal Data following such transfer; and 

(c) any onward transfers of the Personal Data referred to in (b) above to other members 
of the Northern Trust Group and the subsequent Processing of such Personal Data 
following such transfer. 

The Processing that the relevant Northern Trust Group member carries out in section 3.2.2 
above may be in the form of manual or automated Processing. 

The BCR approval only covers transfers of Personal Data to Third Countries, to the extent 
that they have not been recognised as providing an adequate level of protection pursuant to 
Article 45 of the GDPR.  

For the avoidance of doubt, the provisions of section 4.1.8 shall apply where members of the 
Northern Trust Group transfer Personal Data to a third party Data Controller or a third party 
Data Processor and who are not members of Northern Trust Group.   

3.2.3 Responsible Northern Trust Group member / Liable BCR Member 

Northern Trust Global Services SE (“NTGS SE”) registered in Luxembourg under number 
B232281 and located at 10 rue du Château d’Eau, L-3364 Leudelange, Grand-Duché de 
Luxembourg is the member of the Northern Trust Group with delegated Data Privacy 
responsibilities and will be responsible for compliance with these BCRs, including taking steps 
to remedy any breach of these BCRs by members of the Northern Trust Group located 
outside the EEA and in a Third Country, in each case as further detailed in section 7.2 
(Liability). 

3.3 Northern Trusts' data Processing activities  

3.3.1 Description of Personal Data transferred 

In undertaking its business activities Northern Trust processes a number of categories of 
Personal Data. Northern Trust's principal business activities involve the Processing of 
employee data and client data as identified in Schedule 2 (Description of Transfers). But 
Northern Trust's activities also involve the Processing of business contact data and third party 
data. 

The type of information that falls within each of these categories are as follows: 

(a) in respect of client data about individual clients and investors, the name, address 
(postal and/or email address), telephone number, bank account details, date of birth, 
place of birth, nationality, source of wealth, proof of identity details (passport, driving 
licence or national identity), occupation, country of residence/tax residence, invested 
amount and holdings of that investor; 

(b) in respect of client data about institutional clients and investors and their underlying 
investors, shareholders, settlors, beneficiaries, directors, officers or beneficial owners, 
the name and address (including postal and/or e-mail address), date of birth, 
nationality, country of residence/tax residence and percentage ownership of 
underlying investors, shareholders, settlors, beneficiaries, directors, officers or 
beneficial owners; 
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(c) in the case of client data about all clients and investors, any personal data which is 
required in order to comply with regulatory requirements and information which is 
necessary for tax requirements (tax number and documentation) and for compliance 
with local or foreign laws;  

(d) in respect of users of Northern Trust websites and systems: device information such 
as operating system, unique device identifiers, the mobile network system; hardware 
and browser settings; IP address; pages visitors visit on Northern Trust website and 
search engine terms used; 

(e) information collected and used in the day-to-day operation of the business: business 
contact data being name and contact details for representatives and contacts of 
institutional clients, service providers and business partners, name and contact 
details for direct marketing; third party data being content and metadata of call 
recordings; CCTV images; name, date, time and purpose of visit for visitors of 
Northern Trust premises; 

(f) in the case of Employee Personal Data:  

(i) Personal identifiers such as name, maiden or previous names, date of birth, 
address, telephone and mobile numbers, passport details, national 
identification numbers, tax IDs and social security numbers. 

(ii) Financial or other identifiers such as bank account details.  

(iii) Personal details, photographs, personality, character, interests, leisure 
activities, physical and mental health records, disabilities, infirmities, racial or 
ethnic origin, religion, psychometric and ability test results. 

(iv) Current marriage or partnership, marital history, details of other family, 
household members, relationships to other employees. 

(v) Accommodation or housing, property held by data subject. 

(vi) Immigration status, work permit details. 

(vii) Academic record, qualifications and skills, membership of committees and/or 
professional bodies. 

(viii) Employment record including career history, recruitment details, current 
employment, work record, training record, grievance and disciplinary records, 
health and safety record, complaint, incident or accident details, termination 
details. 

(ix) Financial details as permitted by law.  

(x) Membership of voluntary or charitable bodies, trade union or staff association 
membership, public offices held, other employment. 

(xi) Details of any criminal, court, tribunal or inquiry proceedings, including 
motoring or other arrests, judgements or convictions. 

(xii) Travel, geo-location, movement details. 
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(xiii) Licences, permits held. 

(xiv) Publications. 

(xv) Security details. 

(xvi) Insurance details. 

(xvii) Pension details, expression of wish details. 

(xviii) Agreements or contracts. 

(xix) References to manual files, records. 

(g) where relevant, and permitted in accordance with EEA Data Privacy Laws, Special 
Category Data and Criminal Offences Data. The types of Special Category Data and 
Criminal Offences Data that Northern Trust collect and Process depends on the local 
laws of the relevant EEA member state that require or permit collection and 
Processing of such data: certain medical data or race, gender, ethnicity data, criminal 
convictions data, trade union membership data relating to Employees and / or details 
concerning criminal convictions of clients and clients' investors. The Processing of 
Special Category Data and Criminal Offences Data shall be as described in and 
subject to the requirements in section 4.1.1.  

3.3.2 Description of data flows and purposes of data transfers 

Northern Trust transfers the Personal Data identified above internationally to support its 
operations as a global financial services business, servicing clients around the world. The 
transfers are undertaken to: (i) facilitate the day-to-day operations of Northern Trust and (ii) 
support the centralised approach Northern Trust has in place in respect of its IT infrastructure 
which underpins Northern Trust's services and business processes. 

These international transfers will involve the sharing of Personal Data among any or all 
Northern Trust Group members, which includes locations in the EEA, the United Kingdom, 
North America, the Middle East and the Asia-Pacific region, as well as, in certain instances, 
the transfer of Personal Data to third party vendors. 

The purposes of these transfers are for Northern Trust's day-to-day business activities, which 
are as follows: 

(a) managing and administrating client and investor holdings and any related account on 
an on-going basis; 

(b) processing certain information about clients or their directors, officers and employees 
and beneficial owners (if applicable) in order to carry out anti-money laundering 
checks and related actions which Northern Trust considers appropriate to meet any 
Legal Obligations imposed on Northern Trust, or the Processing in the Public Interest 
or relating to Northern Trust’s Legitimate Interests in relation to, the prevention of 
fraud, money laundering, terrorist financing, bribery, corruption, tax evasion and to 
prevent the provision of financial and other services to persons who may be subject 
to economic or trade sanctions, on an on-going basis, in accordance with Northern 
Trust's anti-money laundering procedures; 
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(c) to report tax related information to tax authorities in order to comply with a Legal 
Obligation; 

(d) reporting IBAN and related bank account information to regulatory authorities in order 
to comply with a Legal Obligation applicable to Northern Trust;  

(e) to monitor and record calls and electronic communications for processing and 
verification of instructions, quality control, business analysis, training and related 
purposes to improve its service delivery, for investigation and fraud prevention 
purposes, for crime detection, prevention, investigation and prosecution, and to 
enforce or defend Northern Trust and the members of the Northern Trust Group's 
rights, itself or through third parties to whom it delegates such responsibilities or 
rights, in order to comply with a Legal Obligation imposed on Northern Trust or to 
pursue Northern Trust’s Legitimate Interests in relation to such matters or where the 
Processing is in the Public Interest; 

(f) to update and maintain records and fee billing; 

(g) to disclose information to third parties, such as service providers of Northern Trust, 
auditors, regulatory authorities and technology providers; 

(h) to carry out statistical analysis and market research; 

(i) to provide clients with information about products and services which may be of 
interest to them or the institution they represent; 

(j) to retain AML and other records of individuals to assist with subsequent screening of 
them including in relation to other funds or clients to pursue Northern Trust's and its 
clients' Legitimate Interests; 

(k) client relationship management, including establishing and managing service 
delivery, contractual arrangements, reporting and issue resolution; 

(l) procurement and supply-chain management; 

(m) disaster recovery, business continuity and information security purposes; 

(n) site security purposes, to ensure that all relevant locations are being monitored 
throughout the day; 

(o) site management i.e. the use of CCTV, sign-in procedures and access control 
measures;  

(p) monitoring use of website and online infrastructure for technical improvement and 
cybersecurity; 

(q) for the purposes of the services provided via the Matrix Portal in connection with 
information about an investment in a fund, or which Northern Trust have received 
from a fund or manager as a result of services which Northern Trust provide to that 
fund or manager;  

(r) for the purposes of providing services to other funds or managers in which clients 
have invested or in respect of which an investor has appointed a person to access 
the Matrix Portal;  
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(s) in connection with the Northern Trust Matrix: holding, maintaining and using the 
single source record, relating to each investor; carrying out AML checks and related 
actions which Northern Trust considers appropriate to meet any Legal Obligations 
imposed on the fund(s) or Northern Trust; updating and maintaining records in 
connection with Northern Trust's use of the Northern Trust Matrix; 

(t) where an investor has agreed to Northern Trust's centralised AML procedures, and 
an individual's Personal Data is required in connection with that investor's AML 
compliance, Processing by Northern Trust of their Personal Data: retaining AML and 
other records of individuals to assist with the subsequent screening and ongoing AML 
customer due diligence and monitoring of investors by Northern Trust and its 
affiliates, including in relation to other funds or clients of Northern Trust or any of its 
affiliates. 

(u) where an individual have subscribed to use Matrix Portal, Northern Trust will 
additionally use Personal Data for: security purposes in connection with Matrix Portal, 
which are necessary in Northern Trust's and the client's Legitimate Interests, or 
where the client have provided their Explicit Consent in advance to Northern Trust’s 
use of biometric data relating to you; facilitation of electronic dealings and access to 
information in connection with investments in the Fund(s) (e.g. subscription, 
redemption, conversion, transfer and additional subscription requests, where the 
relevant fund permits electronic dealings); disclosing information to third party service 
and application providers in order to facilitate payment and other services accessed 
in connection with and to facilitate the functioning of Matrix Portal; 

(v) where required in connection with Northern Trust's compliance with applicable law and / 
or in connection with lawful requests from a court, government or regulatory body;  

(w) in connection with any merger, reorganisation or disposal of, or a proposed merger, 
reorganisation, corporate acquisition or disposal of any member (or the assets of any 
member) of the Northern Trust group; and 

(x) in the case of Employee Personal Data: 

(i) the administration of employees. Typical activities are: recruitment; general 
human resources administration and management; recording of working time; 
administration and payment of wages, salaries, pensions and other benefits 
with deductions; employee assessment and training; negotiation or 
communication with employees; people-power and career planning; 
grievance and disciplinary investigation; performance evaluation and 
management; partner and manager feedback; compliance with Northern 
Trust policy and/or legislation in relation to health and safety and other 
employment matters; alcohol testing where suspected of being intoxicated 
and/or drug testing; analysis for management purposes and statutory returns; 
and undertaking periodic criminal records checks. 

(ii) the administration of funded pensions or administration of pension schemes. 
Typical activities are: processing of contributions; maintenance of accounts; 
payment of benefits; actuarial advice; processing of persons leaving the 
scheme; analysis for management purposes; and statutory returns. 

(iii) the administration of Northern Trust's disaster recovery programme. Typical 
activities are: analysis of employee commute patterns; analysis for 
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management purposes and reporting to industry regulators and auditors; 
maintenance of call trees; maintenance of out of hours contact numbers and 
addresses. 

(iv) presentation to clients, industry regulators and auditors for the purposes of 
demonstrating that the company’s employees are “fit and proper” to operate 
the Northern Trust's businesses. Typical activities are: maintenance of 
continual personal development records; maintenance of industry and 
academic qualifications; maintenance of employee profiles; reference and 
credit records. 

(v) the administration of Northern Trust's automated systems and authority 
levels. Typical activities are: maintenance of signature lists. 

(vi) to the extent allowed by applicable law, the administration of Northern Trust's 
diversity and equal opportunities policies. Typical activities are: analysis of 
workplace demographics, maintenance of records relating to e.g. age or 
gender for the purpose of trends analysis. 

(vii) complying with applicable laws and regulation. Typical activities are: data 
processing activities with respect to leave legislation and the provisions of the 
collective bargaining agreement for bank employees, working time and health 
and safety legislation, taxation rules, worker consultation requirements, other 
employment laws and regulation to which Northern Trust is subject in the 
conduct of its business. 

(viii) to comply with lawful requests by public authorities (including without 
limitation to meet national security or law enforcement requirements), 
discovery requests, or where otherwise required or permitted by applicable 
laws, court orders, government regulations, or regulatory authorities 
(including without limitation data protection, tax and employment), whether 
within or outside the employee’s country. 

(ix) operating email, IT security scanning policies, verifying user identity, enabling 
access to network from authorised locations, internet sites access via the 
corporate network, social media, HR related and other company policies and 
procedures.   

(x) the assessment of the effective operation of Northern Trust's systems and 
methods of business practice such as the use of computers, e-mails and 
telephone calls, including, monitoring and recording for investigation and 
fraud prevention purposes. Northern Trust carries out monitoring of its IT 
systems to protect and maintain the systems, to ensure compliance with its 
policies and to locate information through searches where needed for a 
legitimate business purpose. Additional details of IT monitoring that Northern 
Trust may carry out for the purposes of preventing, detecting and responding 
to security events are set out in Northern Trust's Acceptable Use Policy. Use 
of Northern Trust communication systems for personal use and any data 
exchanged through these systems may be subject to such access and review 
by Northern Trust, in compliance with applicable data protection law. 

(xi) conducting research, analysis and development activities (including but not 
limited to data analytics and surveys) to improve Northern Trust's 
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infrastructure, welfare, benefits and facilities in order to enhance employment 
relationship or for employees' benefit, or for benchmarking or assessing the 
competitiveness of employees' remuneration package.  

3.4 Availability of these BCRs 

Northern Trust has committed to making this short version of these BCRs, containing the 
parts on which information to Data Subjects is mandatory, available to relevant Data Subjects. 
The full form  BCRs can be requested from the Chief Privacy Officer & EMEA DPO. . In 
addition, Data Subjects can raise any questions regarding these BCRs, including in respect of 
the exercise by Data Subjects of the rights granted to them under these BCRs by contacting 
the Chief Privacy Officer & EMEA DPO who is based in London, UK and whose contact 
details of which can be found in section 8.3.1. At a minimum, the short-form BCRs will contain 
the following elements of these BCRs; 

(a) the description of the scope of the BCRs (section 3.2) 

(b) Northern Trust's liability (section 7.2) 

(c) the Data Protection Principles (section 4.1) 

(d) the lawfulness of Northern Trust's processing of Personal Data (section 4.1.1) 

(e) security and personal data breach notifications (section 4.1.6) 

(f) restrictions on onward transfers (section 4.1.10) 

(g) rights of Data Subjects (section 4.1.4) 

(h) the list of entities bound by the BCRs set out in Schedule 1 

(i) the description of transfers set out in Schedule 2 

For Northern Trust Employees, the Full Form BCRs are also accessible via the Northern Trust 
intranet at URL: NORTHERN TRUST EU FULL FORM BCR-C 

Northern Trust is committed to protecting the rights of individuals. Therefore Data Subjects of 
Personal Data within the scope of these BCRs – including clients, investors and Employees - 
should see section 7.1 for the rights afforded to them by these BCRs, including information on 
how to exercise those rights. 

4 PRINCIPLES 

4.1 Principles of Northern Trust Processing 

Where Processing Personal Data within the scope of these BCRs as set out in section 3.2, 
Northern Trust will comply with the following principles. Each member of Northern Trust 
Group shall be responsible for and be able to demonstrate compliance with the Global 
Privacy Policy which includes the requirements of these BCRs. 

4.1.1 Transparency, lawfulness and fairness 

Northern Trust will be transparent about how it Processes Personal Data and will only 
Process Personal Data lawfully and fairly: 

https://url.uk.m.mimecastprotect.com/s/cX7NCzKpYhkMy3ZC4fnS94coJ?domain=ntrs.sharepoint.com
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Northern Trust will let Data Subjects know the identity of the Northern Trust Group member 
that is the Data Controller of his / her Personal Data. Northern Trust will also provide 
information as required by EEA Data Privacy Laws, including information to explain how it 
may use, disclose and / or transfer Personal Data as well as legal bases for Processing, 
Legitimate Interests, categories of recipients and available rights. Such information shall be 
provided when Personal Data is collected from Data Subjects, where required by EEA Data 
Privacy Laws. Where the Personal Data is not collected directly from the Data Subjects, 
Northern Trust will take measures to provide (or procure the provision of) the required 
transparency information, except where the provision of such information will involve a 
disproportionate effort. 

Northern Trust will provide such transparency information to Data Subjects in a number of 
ways. As explained in section 3.4, these BCRs, including the information regarding the 
international transfer of Personal Data contained within them, will be publicly available. In 
addition, Northern Trust provides information about how it collects, Processes, discloses and 
transfers Personal Data available to relevant Data Subjects through the privacy notice 
available on its website at the URL: https://www.northerntrust.com/united-
states/privacy/emea-privacy-notice, and also through the notices and terms of use made 
available directly to individual clients procuring Northern Trust's services (i.e. as part of the 
client on-boarding process). Transparency information is made available to Employees 
through the relevant Employee Data Privacy Notice as well as the Global Privacy Policy and 
Employee Handbook. 

Northern Trust shall only Process Personal Data  where such Processing satisfies one of the 
following criteria for legitimate Processing as set down in the EEA Data Privacy Laws being 
one of the lawful bases for Processing : (i) where the Data Subject has given Consent to the 
Processing of their Personal Data; (ii) where the Processing is necessary for the performance 
of a Contractual Obligation in connection with a contract to which the Data Subject is a party 
or in order to take steps requested by the Data Subject before entering into a contract; (iii) 
where the Processing is necessary for complying with a Legal Obligation to which a Northern 
Trust entity (acting as controller) is subject under European Union law or EU Member State 
law; (iv) where the Processing is necessary for protecting the Vital Interests of the Data 
Subject; (v) where the Processing is necessary for performing tasks carried out in the Public 
Interest under European Union law or EU Member State law to which the Northern Trust 
entity (acting as controller) is subject; and (vi) where the Processing is necessary for pursuing 
Northern Trust's (or a third party's) Legitimate Interests provided the Data Subject's 
fundamental rights and freedoms of data protection are not overridden. For Northern Trusts' 
Employees, these criteria are further explained in the relevant Employee Privacy Notice and 
Employee Handbook. 

Northern Trust shall Process Special Category Data only where one of the following 
exemptions under EEA Data Privacy Laws is satisfied: 

(i) the Data Subject has given their Explicit Consent to the Processing of their Personal Data 
for one or more specified purposes, except where European Union law or EU Member State 
law provides that the prohibition against the Processing of Special Category Data under EEA 
Data Privacy Law may not be lifted by the Data Subject;  

(ii) the Processing is necessary for the purposes of carrying out the obligations and exercising 
Northern Trust's (or the Data Subject's) rights under employment law, social security law and 
social protection law provided this is authorised by European Union law or EU Member State 
law or a collective agreement under EU Member State law providing for appropriate 
safeguards for the fundamental rights and interests of the Data Subject;  

https://www.northerntrust.com/united-states/privacy/emea-privacy-notice
https://www.northerntrust.com/united-states/privacy/emea-privacy-notice
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(iii) the Processing is necessary for protecting the Vital Interests of the Data Subject or of 
another individual where the Data Subject is physically or legally incapable of giving consent;  

(iv) the Processing is carried out in the course of the legitimate activities with appropriate 
safeguards by a foundation, association or any other non-profit organisation with a political, 
philosophical, religious or trade union aim and on the condition that the Processing relates 
solely to the members or to former members of the non-profit organisation or to persons who 
have regular contact with it in connection with its purposes and that the Personal Data are not 
disclosed outside that organisation without the consent of the Data Subjects;  

(v) Processing relates to Personal Data which are manifestly made public by the Data 
Subject;  

(vi) the Processing is necessary for the establishment, exercise or defence of legal claims or 
whenever courts are acting in their judicial capacity;  

(vii) the Processing is necessary for reasons of Substantial Public Interest on the basis of 
European Union law or EEA member state law which shall be proportionate to the aim 
pursued, respect the essence of the right to data protection and provide for suitable and 
specific measures to safeguard the fundamental rights and the interests of the Data Subject;  

(viii) the Processing is necessary for the purposes of preventative or occupational medicine 
for the assessment of the working capacity of the employee, medical diagnosis, the provision 
of health or social care or treatment or the management of health or social care systems and 
services  on the basis of European Union law or EEA member state law and provided that  
those data are Processed by or under the responsibility of a professional subject to the 
obligation of professional secrecy under European Union law or Member State law or rules 
established by national competent bodies or by another person also subject to an obligation 
of secrecy under European Union law or Member State law or rules established by national 
competent bodies;  

(ix) the Processing is necessary for reasons of public interest in the area of public health such 
as protecting against serious cross-border threats to health or ensuring high standards of 
quality and safety of health care and of medicinal products or medical devices, on the basis of 
European Union law or EEA member state law which provides for suitable and specific 
measures to safeguard the rights and freedoms of the data subject, in particular professional 
secrecy; 

(x) the Processing is necessary for archiving purposes in the public interest, scientific or 
historical research purpose or statistical purposes on the basis of European Union law or EEA 
Member State law which shall be proportionate to the aim pursued, respect the essence of 
the right to data protection and provide for suitable and specific measures to safeguard the 
fundamental rights and the interests of the Data Subject. 

Northern Trust shall Process Criminal Offences Data only where the Processing is authorised 
by European Union law or EEA member state law providing for appropriate safeguards for the 
rights and freedoms of Data Subjects. 

The specific lawful bases and relevant exemptions on which Northern Trust relies are set out 
in detail in Schedule 3 (Lawful Basis) to this BCR. 
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Northern Trust will limit its Processing of Personal Data to that permitted in accordance with 
EEA Data Privacy Laws and its own applicable policies and standards (as such policies and 
standards are amended from time to time). 

4.1.2 Purpose limitation 

Northern Trust Processes Personal Data for specified, explicit and legitimate purposes 
and shall not further Process Personal Data in a manner incompatible with those 
purposes. These purposes are those described in section 3.3.2 above.  

Northern Trust will not Process Personal Data in a manner that is incompatible with the 
purposes for which the data was originally collected unless a valid Consent has been 
collected from the relevant Data Subject for such Processing. 

4.1.3 Data quality 

Northern Trust takes measures to safeguard the data quality and appropriateness of 
any Processing: Northern Trust ensures data quality and the appropriateness of Processing 
by employing practices which assist with keeping the Personal Data it Processes up-to-date, 
accurate (data accuracy) and subject to data minimisation in relation to the purposes for 
which it is Processed (including where transferred to other members of the Northern Trust 
Group) (data minimisation) and is only retained as long as necessary (storage limitation). 

For certain categories of Personal Data, such as Employee Personal Data, Northern Trust 
provides Data Subjects with self-service methods to update and correct their Personal Data 
(for example, via an internal system that allows Employees to make changes to their Personal 
Data (such as their contact details and those of their next-of-kin contacts)). In addition, Data 
Subjects are entitled to contact Northern Trust to correct inaccuracies in their Personal Data. 
Data Subjects should read section 4.1.4 for further details. In these ways, Northern Trust 
undertakes appropriate and reasonable measures to correct or delete incorrect or incomplete 
Personal Data. 

In addition, Northern Trust maintains a Global Records and Information Management Policy 
and relevant Records Retention Schedule so as not to keep Personal Data for longer than is 
necessary for the purposes for which it is collected and Processed (unless it is required to be 
kept longer under applicable law) and that is permitted by EEA Data Privacy Laws. 

4.1.4 Data subject rights 

Northern Trust respects the rights of Data Subjects: 

For clarity, the rights set out below shall be available to Data Subjects against 
members of the Northern Trust Group located outside of the EEA to the extent that 
they are Processing Personal Data within the scope set out in section 3.2. 

Data Subjects are granted certain rights under EEA Data Privacy Laws which are set out 
below and Northern Trust commits to respect these rights. Subject to any applicable 
exemptions provided for under EEA Data Privacy Laws, Data Subjects shall have the 
following rights: 

(a) Right of Access (Subject Access Request): to request a copy of Personal Data 
held by Northern Trust about him / her. Where the right applies, Northern Trust will 
conduct searches of relevant systems and prepare a response to the Data Subject, 
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providing the required information and copies of the Personal Data that the Data 
Subject is entitled to receive. 

(b) Right to Rectification: To require that any of his or her Personal Data held by 
Northern Trust is corrected or rectified, where such Personal Data is incorrect or 
incomplete. Where the right applies, Northern Trust will locate and rectify the Personal 
Data. The Data Subject may provide a supplementary statement where the Personal 
Data is incomplete. 

(c) Right to Erasure (Right to be Forgotten): To require that any of his or her Personal 
Data held by Northern Trust is deleted where: (i) the Personal Data are no longer 
necessary in relation to the purposes for which they were collected or otherwise 
Processed; (ii) the Data Subject withdraws their Consent and no other legal basis for 
Processing applies; (iii) the Data Subject objects and there are no overriding 
compelling legitimate grounds for the Processing; (iv) the Data Subject objects to the 
Processing for direct marketing purposes (unless where it may be required to 
maintain Personal Data to enable Northern Trust to support requests from Data 
Subjects not to receive direct marketing information); (v) the Personal Data have 
been unlawfully Processed; and (vi) the Personal Data have to be erased for 
compliance with a Legal Obligation to which Northern Trust is subject. Where the 
right applies, the Personal Data will be deleted from Northern Trust and any third 
party systems on which the Data Subject's Personal Data is stored. If the Personal 
Data has been made public by Northern Trust, it may also be necessary to inform 
others that the Data Subject has exercised these rights. 

(d) Right to Restriction of Processing: To require that Northern Trust restricts the 
Processing of his / her Personal Data where: (i) the accuracy of the Personal Data is 
contested by the Data Subject; (ii) the Processing is unlawful and the Data Subject 
opposes the erasure of their Personal Data; (iii) Northern Trust no longer needs the 
Personal Data for the purposes of Processing but they are required by the Data 
Subject for the establishment, exercise or defence of legal claims; or (iv) the Data 
Subject has objected to the Processing pending the verification whether the 
compelling legitimate grounds of Northern Trust override those of the Data Subject. 
Where the right applies, the processing of the Personal Data will be restricted. Where 
Northern Trust determine that the restriction no longer applies, the restriction may be 
lifted. The Data Subject will be informed of the decision to lift the restriction. 

(e) Right to Data Portability: To require that Northern Trust provides / ports the 
Personal Data relating to him / her which the Data Subject has provided to Northern 
Trust where the Processing is based on Consent or a contract and the Processing is 
carried out using automated means. Where the right applies, Northern Trust will 
provide Personal Data to the Data Subject in a structured, commonly used and 
machine readable format. If the Data Subject requests that their Personal Data is 
transferred directly to another entity, Northern Trust will enable such transfer where it 
is technically feasible. 

(f) Right to Object (including to Direct Marketing): To object to Northern Trust's 
Processing of his / her Personal Data where such Processing is based on Northern 
Trust's Legitimate Interests or this is in the Public Interest unless Northern Trust can 
demonstrate that its compelling legitimate grounds override the interests of the Data 
Subject or where the data is needed for the establishment, exercise or defence of 
legal claims. Where these exceptions do not apply, Northern Trust shall cease to 
process the Data Subject's Personal Data. Separately, a Data Subject may request 
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that Northern Trust ceases to use their Personal Data for direct marketing including 
any related profiling. Upon receipt of such a request, Northern Trust shall cease using 
the Personal Data for marketing and related profiling. 

(g) Rights in relation to Automated Decision Making: To prevent any evaluation of, 
or decision about, them which produces legal effects concerning them or similarly 
significantly affects them where such evaluation or decision is based solely on 
automated Processing of Personal Data. This is subject to the following exemptions: 
(i) the automated decision is required to enter into, or perform, a contract with the Data 
Subject; (ii) the automated decision is authorised by law; or (iii) Northern Trust has the 
Explicit Consent of the Data Subject. If an exemption does not apply, then Northern 
Trust shall not make any decision based solely on automated means. Where an 
exemption does apply, Northern Trust may continue but shall implement suitable 
measures to safeguard the Data Subject's rights and freedoms and legitimate interests, 
including at least the right to obtain human intervention, to express his or her point of 
view and to contest the decision. 

(h) To request a copy of the BCRs. See section 3.4 for further information. 

(i) To complain to Northern Trust, the relevant Supervisory Authority or court of 
competent jurisdiction. See section 7.1.1 for further information. Northern Trust's 
internal complaints system does not prevent a Data Subject from raising a complaint 
directly with a Supervisory Authority or a court of competent jurisdiction. 

(j) To enforce the obligation of members of the Northern Trust Group which are subject 
to the BCRs, to co-operate with, to accept to be audited by the Supervisory 
Authorities and to comply with the advice of the Supervisory Authorities on any issue 
related to the Northern Trust BCRs. 

(k) To be informed if applicable national legislation prevents compliance with the 
Northern Trust BCRs. 

(l) To be notified about the third party recipients to whom Northern Trust has disclosed 
personal data upon the Data Subject's request.  

In each case, subject to any applicable exemptions and the requirements of section 5.4.1, 
Northern Trust shall comply with such request that is justified in the manner and timelines 
required under EEA Data Privacy Laws. In any instance where Northern Trust is entitled 
under EEA Data Privacy Laws and section 5.4.1 to refuse or only partially comply with the 
exercise of any right by a Data Subject, Northern Trust will inform the Data Subject of the 
reasons for such refusal or partial compliance. 

In supporting the exercise of these Data Subject rights, Northern Trust shall follow the 
processes set out in the EMEA Individual Rights Standard which requires that Northern Trust 
will respond to requests from Data Subjects exercising their rights within one month (subject 
to this period being extended by a maximum of two months in accordance with the GDPR). 

Full detailed information on how Data Subjects can exercise these Data Subject Rights, 
including how requests can be made and how they will be handled by Northern Trust is 
available in the EMEA Individual Rights Standard and the associated and approved policies 
and procedures. 
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Each right listed above may be exercised by a Data Subject (including any Employee of 
Northern Trust) by contacting: Privacy_Compliance@ntrs.com. 

4.1.5 Direct marketing 

Northern Trust will only market to Data Subjects in accordance with Applicable Law: 

Northern Trust will only use Personal Data for the purposes of direct marketing where it has 
collected the relevant Data Subject's Consent for such marketing or is otherwise permitted to 
do so in accordance with Applicable Law.  

Data Subjects shall be entitled to object to Northern Trust's use of their Personal Data for 
direct marketing by emailing: Privacy_Compliance@ntrs.com or using such other method of 
communicating such request as may be set out in the applicable marketing communication 
(such as the opt-out link included in each electronic communication that it sends to Data 
Subjects). Northern Trust will promptly action all opt-out requests received. 

4.1.6 Data security 

Northern Trust implements appropriate technical and physical security measures to 
ensure a level of security appropriate to the risk of Personal Data it Processes: 

Data security and data confidentiality are of the utmost importance to Northern Trust. 
Northern Trust's services involve the Processing of Personal Data and it is important that all 
Personal Data being Processed is treated and handled securely. Northern Trust achieves this 
by implementing appropriate technical, organisational, administrative and physical security 
measures to protect against accidental or unlawful destruction, loss, alteration, unauthorised 
disclosure of, or access to, Personal Data transmitted, stored or otherwise Processed by 
Northern Trust. 

Northern Trust has developed and implements a robust suite of data and information security 
policies, standards and procedures to support the security capabilities of its products and 
solutions, and that of the data it Processes. These policies, standards and procedures and 
the security measures implemented by Northern Trust are regularly reviewed to take into 
account emerging threats, as well as emerging technological safeguards and precautions. 

Northern Trust's security measures include appropriate physical security controls at its 
locations; standards-based data encryption across its systems and applications; and the 
application of data minimisation principles. In addition, Northern Trust operates a robust data 
recovery and business continuity strategy. 

The security measures that Northern Trust have implemented also include entering into 
contracts with all internal and external subcontractors/processors, which comprise all 
requirements as set out in Article. 28.3 of the GDPR. The content of Northern Trust's 
subcontractor/processor contracts are set out in Section 4.1.8 below. 

In addition, in the event of any personal data breach Northern Trust will invoke its regularly-
tested Privacy Incident Response Standard; document the personal data breach in 
accordance with EEA Data Privacy Laws; notify without undue delay NTGS SE, which is the 
EU BCR member with delegated data protection responsibilities and the Liable BCR Member; 
notify the Chief Privacy Officer & EMEA DPO and otherwise notify Supervisory Authorities 
within 72 hours after having become aware of a personal data breach unless the personal 
data breach is unlikely to result in a risk to the rights and freedoms of Data Subjects and 

mailto:Privacy_Compliance@ntrs.com
mailto:Privacy_Compliance@ntrs.com
mailto:Privacy_Compliance@ntrs.com
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notify Data Subjects if the personal data breach is likely to result in a high risk to the rights 
and freedoms of the Data Subjects. When a BCR member acting as processor becomes 
aware of a data breach, it shall also promptly notify the BCR member acting as controller. 

A record of personal data breaches will be retained (comprising the facts relating to the 
personal data breach, its effects, and the remedial action taken), and which shall be made 
available to the Competent Supervisory Authority upon request. 

4.1.7 [NOT USED] 

4.1.8 Disclosure of Personal Data and international transfers to third party Data Processors 
and third party Data Controllers 

Northern Trust adopts appropriate measures with all Northern Trust third party 
supplier and Northern Trust affiliates acting in that capacity / Data Processors: 

Northern Trust is a global financial services company. As part of its day-to-day operations, in 
servicing its own business requirements and operation of its service offerings, Northern Trust 
engages carefully selected external third parties. In engaging any new third party relating to 
the procurement of new technology or capability, Northern Trust's policy is to undertake a risk 
assessment process which includes a data protection impact assessment. Northern Trust 
also ensures due diligence of a potential new third party supplier's data protection compliance 
as a key element of its procurement process. Further due diligence is also carried out as part 
of the regular risk assessments and reviews that Northern Trust performs on existing third 
party suppliers. 

Where Northern Trusts' engagement with Northern Trust third party suppliers and Northern 
Trust affiliates acting in the capacity of Data Processors will involve the disclosure of Personal 
Data to Data Processors, Northern Trust will not make such disclosure unless: 

(a) such disclosure is permitted by Applicable Law; 

(b) the Data Processor has provided Northern Trust with sufficient guarantees to 
implement appropriate technical and organisational measures to protect such Personal 
Data; 

(c) Northern Trust has in place with the Data Processor a written agreement with the 
appropriate processor clauses, compliant with Article 28(3) of the GDPR; and 

(d) such written agreements shall impose the following obligations on the Data Processor 
(as required by GDPR): The Data Processor shall: 

(i) only Process the Northern Trust Personal Data in compliance with EEA Data 
Privacy Laws; 

(ii) only Process the Northern Trust Personal Data on the documented 
instructions of the member of the Northern Trust Group acting as Data 
Controller including with regard to transfers of the Northern Trust Personal 
Data to a Third Country or an international organisation, unless required to do 
so by Union or Member State law to which the Data Processor is subject; in 
such a case, the Data Processor shall inform the Data Controller of that legal 
requirement before Processing, unless that law prohibits such information on 
important grounds of Public Interest; 
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(iii) ensure that persons authorised to Process the Northern Trust Personal Data 
have committed themselves to confidentiality or are under an appropriate 
statutory obligation of confidentiality; 

(iv) maintain all appropriate technical and organisational measures to ensure 
security of the Northern Trust Personal Data; 

(v) taking into account the nature of the Processing, assist the Data Controller by 
appropriate technical and organisational measures for the fulfilment of the 
Data Controller's and any Northern Trust affiliate's obligation to respond to 
requests for exercising of Data Subject rights; 

(vi) not transfer and / or disclose any Northern Trust Personal Data to any other 
party or sub-contractor without the prior written consent of Northern Trust; 

(vii) not transfer any Northern Trust Personal Data to a Third Country outside the 
EEA without the express prior written consent of the Data Controller; 

(viii) make available to the Data Controller all information necessary to 
demonstrate compliance with the obligations laid down in this section 4.1.8 
and permit the Data Controller or an auditor appointed by the Data Controller 
to conduct Data Privacy and security audits, assessments and inspections 
concerning the Data Processor's data security and privacy procedures and its 
compliance with its obligations under this section 4.1.8.   The Data Processor 
shall immediately inform the Data Controller, if, in its opinion, an instruction of 
the Data Controller infringes the GDPR or other Union or EU Member State 
data protection law; 

(ix) comply with its own obligations under EEA Data Privacy Laws; 

(x) on termination or expiry of the relevant agreement, and at the Data 
Controller's request, delete or return all of the Northern Trust Personal Data 
including any copies of the Personal Data to the Data Controller or a 
nominated third party unless Union or Member State law requires storage of 
the Personal Data; 

(xi) notify the Data Controller promptly and without undue delay, if the Data 
Processor becomes aware of a personal data breach affecting Northern Trust 
Personal Data; 

(xii) not appoint a sub-processor to Process Northern Trust Personal Data without 
the prior consent of the Data Controller. Where the Data Controller consents 
(either with prior consent or general written authorisation) to the appointment 
of a sub-processor, the Data Processor shall enter into an agreement with 
such sub-processor, imposing the same data protection obligations as set out 
in this agreement and the Data Processor shall remain fully liable to the Data 
Controller for the performance of the sub-processor; 

(xiii) inform the Data Controller immediately of any enquiry, complaint, notice or 
other communication it receives from any Supervisory Authority or any 
individual; and 
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(xiv) provide Northern Trust with such assistance and co-operation as Northern 
Trust may reasonably request to enable Northern Trust to comply with any of 
its obligations under EEA Data Privacy Laws including in relation to Articles 
32 to 36 GDPR. 

Northern Trust adopts appropriate measures with third party Data Controllers: 

Where Northern Trust makes a disclosure of Personal Data to a third party Data Controller 
located in a Third Country outside of the EEA, it will ensure such transfers are subject to 
adequate protection and safeguards and will be at all times in accordance with the 
requirements of the EEA Data Privacy Laws in respect of transfers of Personal Data to third 
countries or international organisations (for example, by relying on the EC-approved Standard 
Contractual Clauses). 

4.1.9 [NOT USED] 

4.1.10 Onward transfers of Personal Data 

Personal Data that has been transferred under these BCRs may only be onward transferred 
to controllers and processors who are not bound by these BCRs if the conditions under 
Articles 44 to 46 and/or 49 GDPR are applied including where: 

(i) it is to a country benefitting from an adequacy decision pursuant to Article 45 of the 
GDPR that covers the onward transfer;  

(ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 of 
GDPR with respect to the processing in question; or 

(iii) exceptionally, a derogation applies, under Article 49 GDPR.  

4.1.11 Privacy by design and by default 

Northern Trust shall employ appropriate technical and organisational measures that 
enable privacy and data protection issues to be factored into all new and amended 
data Processing activities to facilitate compliance with these BCRs: Privacy and data 
protection issues are considered at the outset of all new procurements, developments and 
changes. In all cases where a new procurement, change or development relates to Personal 
Data Processing or where the Processing of Personal Data to be transferred under these 
BCRs involves high risk to Data Subjects' rights, Northern Trust shall conduct a Data 
Protection Impact Assessment (DPIA) (in line with the Data Protection Impact Assessment 
Standard). Where a DPIA indicates that that the Processing will result in high risk to Data 
Subjects' rights, in the absence of measures taken by the Data Controller to mitigate the risk, 
the member of the Northern Trust Group acting as Data Controller, will, prior to processing, 
consult the Competent Supervisory Authorities.  

Northern Trust's approach ensures that data protection issues and considerations are 
factored in at the outset of all new procurements, developments and changes to allow for any 
necessary amendments to be made which allow for greater protection to the Personal Data 
being Processed. 

4.1.12 Records of Processing 

Northern Trust shall maintain accurate records of its Processing activities. 
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In line with the Northern Trust Records of Processing Standard, each member of the Northern 
Trust Group shall maintain a record of its Personal Data Processing activities containing the 
following information: 

(a) name and contact details of Data Controller and, where applicable, its representative 
and Data Protection Officer 

(b) the purpose of the Processing; 

(c) a description of the categories of Data Subjects and of categories of Personal Data; 

(d) the categories of recipients to whom the Personal Data have been or will be disclosed 
including recipients in third countries or international organisations; 

(e) where applicable, transfers of Personal Data to a third country or an international 
organisation, including the identification of that third country or international 
organisation and the documentation of suitable safeguards in place; 

(f) the envisaged time limits for erasure of different categories of Personal Data (where 
possible); and 

(g) a general description of the technical and organisational security measures in place 
to protect the Personal Data. 

Northern Trust shall make the Records of Processing Activities available to the Competent 
Supervisory Authorities upon request. 

5 HOW NORTHERN TRUST COMPLIES WITH AND ENFORCES THESE BCRs 

5.1 [NOT USED]  

5.2 [NOT USED]  
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5.3 [NOT USED]  

5.4 National legislation and these BCRs 

5.4.1 Level of protection 

Northern Trust commits to Processing Personal Data in accordance with all EEA Data Privacy 
Laws, and these BCRs shall be interpreted in accordance with the EEA Data Privacy Laws. 

Where any Applicable Law that governs the Processing of Personal Data that falls within the 
scope of these BCRs provides for a lower standard of protection than set out in these BCRs, 
the relevant Northern Trust Group members shall, in consultation with the Chief Privacy 
Officer & EMEA DPO, adopt the higher level of protection set out in these BCRs. Where any 
Applicable Law that governs the Processing of Personal Data that falls within the scope of 
these BCRs provides for a higher standard of protection than set out in these BCRs, the 
relevant Northern Trust Group members shall adhere to the higher level of protection. 

5.4.2 Local laws and practices affecting compliance 

Each member of the Northern Trust Group will only use these BCRs as a data transfer tool 
where it has assessed that the laws and practices of the Third Country of destination 
applicable to the processing of Personal Data by the member of the Northern Trust Group 
acting as Data Importer, including any requirements to disclose Personal Data or measures 
authorising public authority access, do not prevent it from complying with these BCRs. This is 
based on the understanding that such laws and practices respect the essence of the 
fundamental rights and freedoms and do not exceed what is necessary and proportionate in a 
democratic society to safeguard one of the objectives listed in Article 23(1) GDPR. 

In assessing the laws and practices of the Third Country, the Data Exporter and Data 
Importer will take into account the following elements: 

(a) the specific circumstances of the transfers or set of transfers, and of any envisaged 
onward transfers within the same Third Country or to another Third Country, 
including: 

(i) purposes for which the data are transferred and processed (e.g. marketing, 
HR, storage, IT support); 

(ii) types of entities involved in the processing (the Data Importer and any further 
recipient of any onward transfers); 

(iii) economic sector in which the transfer or set of transfers occur; 

(iv) categories and format of the Personal Data transferred; 

(v) location of the processing including storage; and 

(vi) transmission channels used. 

(b) the laws and practices of the Third Country of destination relevant in light of the 
circumstances of the transfer, including those requiring to disclose data to public 
authorities or authorising access by such authorities and those providing for access to 
these data during the transit between the country of the Data Exporter and the 
country of the Data Importer, as well as the applicable limitations and safeguards.0 
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(c) any relevant contractual, technical or organisational measures put in place to 
supplement the safeguards under these BCRs, including measures applied during the 
transmission and to the processing of the personal data in the country of destination. 

Where any supplementary measures are put in place pursuant to an assessment carried out 
under this section, the Chief Privacy Officer and EMEA DPO shall be informed and involved in 
the assessment. The assessment, including any selected supplementary measures shall be 
properly documented by the Data Exporter and provided to the Competent Supervisory 
Authority, upon request.  

The Northern Trust member acting as Data Importer shall notify the Data Exporter, NTGS SE 
and the Chief Privacy Officer and EMEA DPO, if, when relying on these BCRs as a transfer 
tool, and for the duration of the BCR membership, the Data Importer has reason to believe that 
it is or has become subject to laws or practices that would prevent it from fulfilling its obligations 
under these BCRs, including following a change of laws in the Third Country or a measure 
(such as disclosure request).  This information shall also be provided to the Liable BCR 
member. 

 
Upon receiving and verifying such notification, the Data Exporter, the Liable BCR Member 
and the Chief Privacy Officer and EMEA DPO will identify supplementary measures (including 
technical, contractual and / or organizational measures to ensure security and confidentiality) 
to be adopted by the Data Exporter and / or Data Importer in order to enable them to fulfil 
their obligations under these BCRs.  

The rules above will equally apply where the Data Exporter has reasons to believe that a 
Northern Trust member acting as a Data Importer can no longer fulfil its obligations under 
these BCRs. 

If appropriate supplementary measures cannot be identified for the relevant transfer or set of 
transfers, or if instructed to do so by the Competent Supervisory Authority, the Data Exporter 
will suspend the transfer of data as well as all transfers for which the same assessment and 
reasoning would lead to a similar result, until compliance is again ensured or the transfer is 
ended.  

The Data Exporter shall terminate the relevant transfer or set of transfers if these BCRs 
cannot be complied with and compliance is not restored within one month of suspension of 
transfers. In this circumstance, any Personal Data that has been transferred prior to the 
suspension (including copies of such Personal Data) shall be returned or destroyed at the 
option of the Data Exporter. Northern Trust will monitor such compliance, including assessing 
the effectiveness of any supplementary measures, on an ongoing basis. 

The Liable BCR Member and the Chief Privacy Officer and EMEA DPO will inform the other 
members of Northern Trust of the assessment and its results so that, the identified 
supplementary measures can be applied if the same type of transfers are carried out by any 
other member of the Northern Trust Group, or such similar transfers can be suspended or 
terminated where appropriate supplementary measures could not be put in place. 

Members of Northern Trust acting as a Data Exporter will, in collaboration with the Data 
Importer (where appropriate), monitor, on an ongoing basis, developments in the relevant 
Third Countries that could impact their initial assessment of the level of protection and 
decisions taken on transfers to those Third Countries. 
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5.4.3 Government Access Requests 

Without prejudice to section 5.4.2, the member of Northern Trust acting as Data Importer will 
promptly notify the Data Exporter, and where possible, the data subject (if necessary, with the 
help of the Data Exporter) if it: 

(a) receives a legally binding request by a public authority under the laws of a country of 
destination, or of another Third Country, for disclosure of Personal Data transferred 
pursuant to these BCRs. Such notification will include information about the Personal 
Data requested, the requesting authority, the legal basis for the request and the 
response provided; 

(b) becomes aware of any direct access by public authorities to Personal Data 
transferred pursuant to theses BCRs in accordance with the laws of the country of 
destination. Such notification will include all information available to the Data 
Importer. 

If prohibited from notifying the Data Exporter and / or the data subject, the Data Importer will 
use its best efforts to obtain a waiver of such prohibition with a view to communicate, as much 
information as possible and as soon as possible, and will document its best efforts in order to 
be able to demonstrate them upon request to the Data Exporter. 

The Data Importer will provide the Data Exporter, at regular intervals, with as much relevant 
information as possible on requests received (in particular, number of requests, types of data 
requested, requesting authority(ies), whether requests have been challenged, and the 
outcome of such challenges etc). If the Data Importer is or becomes partially or completely 
prohibited from providing the Data Exporter with the above information, it will, without undue 
delay inform the Data Exporter accordingly. 

The Data Importer will preserve the above information for as long as the Personal Data are 
subject to the safeguards provided by these BCRs and shall make it available to the 
Competent Supervisory Authorities upon request. 

The Data Importer will review the legality of the request for disclosure, in particular  whether it 
remains within the powers granted to the requesting public authority, and will challenge the 
request if, after careful assessment, it concludes that there are reasonable grounds to consider 
that the  
request is unlawful under the laws of the country of destination, applicable obligations under 
international law, and principles of international comity. 

The Data Importer will, under the same conditions, pursue possibilities of appeal. When 
challenging a request, the Data Importer will seek interim measures with a view to suspending 
the effects of the request until the competent judicial authority has decided on its merits. It will 
not disclose the required data until required to do so under the applicable procedural rules. 

The Data Importer will document its legal assessment and any challenge to the request for 
disclosure, and to the extent permissible under the laws of the country of destination, make 
the documentation available to the Data Exporter. It will also make the documentation 
available to the Competent Supervisory Authority upon request. 

The Data Importer will provide the minimum amount of information permissible when 
responding to a request for disclosure, based on a reasonable interpretation of the request. In 
any case, transfers of Personal Data by a BCR member to a public authority cannot be 
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massive, disproportionate and indiscriminate in a manner that would go beyond what is 
necessary in a democratic society. 

Government requests for access to data are handled in accordance with documented policies 
and standards, including a specific Standard that focuses on privacy concerns associated 
with such requests.  

6 NORTHERN TRUST'S CO-OPERATION WITH THE SUPERVISORY 
AUTHORITIES 

6.1 Co-operation 

All members of the Northern Trust Group shall provide co-operation and assistance to any 
Competent Supervisory Authority (and to each other member of the Northern Trust Group) in 
respect of Northern Trust's compliance with these BCRs. 

In addition, results of the Data Privacy audits will be shared with Supervisory Authorities 
where requested. 

6.2 Advice and decisions of Supervisory Authorities 

All members of the Northern Trust Group will take account of the advice of any Competent 
Supervisory Authority on any issues related to these BCRs. Where a data protection impact 
assessment indicates that the Processing would result in a high risk in the absence of 
measures taken to mitigate the risk, the Competent Supervisory Authority should be 
consulted prior to Processing and Northern Trust will take into account their advice. 

All members of the Northern Trust Group shall comply with the decisions of any Competent 
Supervisory Authority on any issues related to these BCRs, in accordance with EEA Data 
Privacy Laws.  

Northern Trust shall provide the Competent Supervisory Authority with any information about 
the Processing of Personal Data under these BCRs. 

In the event of a dispute arising from or in connection with the supervision of compliance with 
these BCRs by the Competent Supervisory Authority, each member of the Northern Trust 
Group agrees that such dispute will be resolved by the courts of the Member State of that 
Supervisory Authority in accordance with that Member State's procedural law and each such 
member of the Northern Trust Group agree to submit to the jurisdiction of these courts. 

6.3 Audit by Supervisory Authorities 

Without prejudice to Article 58 GDPR, and in addition to the audit programme, each member 
of the Northern Trust Group commits to permitting the Competent Supervisory Authority to 
audit and inspect its compliance with these BCRs (including, where necessary, onsite), 
provided that such audit is limited solely to ascertaining compliance with these BCRs and is 
otherwise undertaken in accordance with EEA Data Privacy Laws governing that Supervisory 
Authority's powers of investigation. 

7 DATA SUBJECTS' RIGHT TO COMPLAIN AND NORTHERN TRUST'S LIABILITY 
UNDER THESE BCRs 

7.1 Data Subjects' right to complain  
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7.1.1 Complaints 

Where a Data Subject wishes to raise a complaint that a member of the Northern Trust Group 
is in breach of these BCRs with respect to the Processing of their Personal Data, they can do 
so by (i) raising a complaint directly with a Supervisory Authority or a court of competent 
jurisdiction at any time; (ii) contacting the Chief Privacy Officer & EMEA DPO in writing by 
email or post (please see section 8.3 below or the EMEA Privacy Notice on Northern Trust's 
website for contact details); or iii) visiting the relevant section of the Northern Trust website 
accessible at https://www.northerntrust.com/united-states/privacy/emea-privacy-notice. Data 
Subjects that are Employees can also refer to the Data Privacy Global Complaints Standard 
for details (a copy of which can be found on the Northern Trust Internal Policy Repository 
(“OneBook”). The Chief Privacy Officer & EMEA DPO and / or the Regional Privacy Officers 
and Local Compliance Officers shall handle any such complaints that are made directly to 
Northern Trust in accordance with the internal complaints handling procedure and will 
respond to acknowledge receipt of the complaint within five (5) calendar days of receipt; make 
a decision without undue delay and, in any event, within one month of receipt of the complaint  
and, in the event that the decision is disputed, respond as soon as possible, and in any event, 
within one month of receipt of the dispute. In the event that Northern Trust is unable to 
respond to the complaint within the above timeframes due to complexity or number of 
requests, the Data Subject will be notified of the delay within one month of receipt of the 
complaint, including the reason for the delay and the updated timeframe, being a maximum of 
two further months, within which Northern Trust will respond. 

The process for handling complaints that are made directly to Northern Trust can be 
summarised as follows: 

(a) Once a complaint alleging non-compliance with the BCRs has been lodged through 
the complaint handling process, the complaint will be addressed by the Chief Privacy 
Officer & EMEA DPO. 

(b) The Chief Privacy Officer & EMEA DPO will review the complaint and determine to 
either handle the complaint directly or together with a relevant Regional Privacy 
Officer and/or Local Compliance Officer.  

(c) The individuals managing the complaint will liaise with colleagues from other 
departments (which could include the Legal, Audit, IT Security, or HR teams) within 
Northern Trust to investigate the issues raised in the complaint. 

(d) The individuals managing the complaint will take steps to resolve it, including 
consulting with the Data Subject and taking any action that is reasonably requested 
by the Data Subject to resolve the complaint. 

(e) In the event that the complaint is considered justified, the Chief Privacy Officer & 
EMEA DPO will communicate this to the Data Subject and take appropriate action to 
resolve it. 

(f) If the Data Subject is not satisfied with the response, complaints can be addressed to 
the relevant Supervisory Authority or court of competent jurisdiction if the Data 
Subject so chooses. 

Please note that the internal complaints system does not prevent a Data Subject from raising 
a complaint directly with a Supervisory Authority or a court of competent jurisdiction at any 
time. Data Subjects can exercise this right by raising the issue before either (i) the 

https://www.northerntrust.com/united-states/privacy/emea-privacy-notice
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Supervisory Authority located in, in particular, the EU Member State of the Data Subject's 
habitual residence, place of work, or place of alleged infringement; or (ii) the courts of the EU 
Member State where the Northern Trust Group has an establishment or the courts of the EU 
Member State where the Data Subject has his or her habitual residence.  Such right is not 
dependent on the Data Subject having used the complaint handling process beforehand. 

7.1.2 Third party beneficiary rights 

Data Subjects whose Personal Data is within the scope of these BCRs as set out in section 
3.2.2 are entitled to enforce the requirements set out in sections 3.2.3 (Liable BCR member); 
3.4 (Availability of these BCRs); 4.1.1 to 4.1.4 (Principles / Rights); 4.1.6 (Data security), 
4.1.10 (Onward Transfers); 4.1.11 (Data protection by Design / Default);  5.4 (National 
Legislation and the BCRs; Local laws and Government access requests); 6 (Cooperation with 
SA's); 7.1.1(Complaints); 7.1.2 (Third Party beneficiary rights); 7.2.1 (Liability); 8.1.1 
(Updates) and 8.1.2 (New Members). 
of these BCRs against Northern Trust as third party beneficiaries to the extent such persons 
would be entitled to exercise such rights as Data Subjects pursuant to the EEA Data Privacy 
Laws. 

Data Subjects can exercise this right by raising the issue before (i) the Supervisory Authority 
located in, in particular, the EU Member State of the Data Subject's habitual residence, place 
of work, or place of alleged infringement; and (ii) the courts of the EU Member State where 
the Northern Trust Group has an establishment or the courts of the EU Member State where 
the Data Subject has his or her habitual residence. Northern Trust accepts that Data Subjects 
may be represented by a not-for-profit body, organisation or association under conditions set 
out in Article 80 GDPR. 

Northern Trust's liability in respect of the exercise of any such right shall be subject to section  
7.2 (Liability). 
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7.2 Liability 

7.2.1 Northern Trust's liability 

NTGS SE located at 10 rue du Château d’Eau, L-3364 Leudelange, Grand-Duché de 
Luxembourg NTGS SE is the member of the Northern Trust Group nominated with 
responsibility for compliance with these BCRs. 

NTGS SE will be Liable BCR Member and shall be responsible for and will take any action 
necessary to remedy any breach of these BCRs by a member of the Northern Trust Group 
located outside the EEA.  

In addition, NTGS SE will accept liability for any sanction imposed or other remedy available 
under applicable EEA Data Privacy Laws (including compensation for material and non-
material damage to the extent compensation would be payable if the relevant Processing 
activity had been subject to EEA Data Privacy Laws), in respect of breaches of these BCRs, 
including to the extent Data Subjects have third party beneficiary rights in accordance with 
section 7.1.2, for members of the Northern Trust Group located outside the EEA. 

Data subjects shall be able to exercise their rights and remedies for beach of these BCRs 
against NTGS SE and NTGS SE shall accept liability in such circumstances as if the breach 
of the BCRs has been undertaken by it in Luxembourg and shall accept that the relevant 
courts and judicial authorities in the EEA shall have jurisdiction. 

Where the Data Subject is able to demonstrate that they have suffered damage and that it is 
likely that the damage occurred because of a breach of these BCRs,  NTGS SE shall have 
the burden of proof to demonstrate that the member of the Northern Trust Group or third party 
Data Processor engaged by Northern Trust obliged to comply with the BCRs in accordance 
with section 4.1.8(as applicable) and which is alleged to be in breach is not liable for the 
breach giving rise to damages or that no such breach took place. 

7.2.2 Other rights 

The rights contained in section 7.1 are in addition to and shall not prejudice any other rights or 
remedies that any Data Subject may otherwise have under Applicable Law (including the right 
to compensation, if appropriate). 

Without prejudice to the provisions set out in section 5.4, Northern Trust will not be deemed to 
have breached these BCRs if it has observed the appropriate standard of care in the 
circumstances or otherwise acted in accordance with EEA Data Privacy Laws. 

7.2.3 Non-Compliance 

(a) Northern Trust undertakes, that at any given time, one member of Northern Trust 
Group in the EEA shall act as Liable BCR member and take the necessary actions 
and be liable for compensation for acts of other BCR members outside the EEA 
resulting from breach of these BCRs by such members. 

(b) In addition, without prejudice to section 5.4.2 (Local Laws and practices affecting 
compliance), any member of Northern Trust Group acting as Data Importer under 
these BCRs shall promptly inform the member of Northern Trust Group acting as a 
Data Exporter if it is unable to comply with these BCRs for whatever reason (including 
the situations described in section 5.4.2).  
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(c) Where the Data Importer is in breach of these BCRs or unable to comply with them, 
the Data Exporter shall suspend the transfer.   

(d) In such cases, the Data Importer shall, at the choice of the Data Exporter, 
immediately return or delete the Personal Data transferred under these BCRs in their 
entirety where; (i) the Data Exporter has suspended the transfer and compliance with 
these BCRs is not restored within a reasonable period and, in any event, within one 
month of suspension; (ii) the Data Importer is in substantial or persistent breach of 
these BCRs; (iii) the Data Importer fails to comply with a binding decision of a 
competent court or Competent Supervisory Authority regarding its obligations under 
these BCRs. 

(e) In relation to the above, the following shall also apply: 

(i) the same commitments outlined above shall also apply to copies of the 
relevant Personal Data; 

(ii) until the relevant Personal Data is deleted or returned, the Data Importer 
shall continue to ensure compliance with these BCRs; 

(iii) in the case of local laws applicable to the Data Importer that prohibit the 
return or deletion of transferred Personal Data, the Data Importer shall 
warrant that it will continue to ensure compliance with these BCRs and will 
only process the Personal Data as long as required by those laws. 

8 GENERAL 

8.1 Updates to the BCRs  

8.1.1 Updates 

From time to time Northern Trust may modify these BCRs (including to take account of 
modifications to the regulatory environment, EDPB recommendations, changes to the scope 
of these BCRs and Northern Trust's evolving information technology infrastructure). 

All modifications to these BCRs will be subject to the approval of the Chief Privacy Officer & 
EMEA DPO. Once any modifications to these BCRs are approved these will be 
communicated without undue delay to all members of the Northern Trust Group bound by 
these BCRs and posted on the Northern Trust public website at the URL: NORTHERN 
TRUST – Binding Corporate Rules (Controller). Any modifications to these BCRs shall include 
the date of the revision. 

The Chief Privacy Officer & EMEA DPO shall keep these BCRs up to date and maintain an 
up-to-date record of the list of BCR Members and any approved modifications to these BCRs. 
This record of approved modifications, which will be maintained in accordance with Northern 
Trust's accountability obligations under the GDPR, shall be made available to Data Subjects 
and, on request, to Supervisory Authorities. For the avoidance of doubt any modifications to 
these BCRs or the list of BCR Members (which are not purely administrative) shall be 
reported to the relevant Supervisory Authorities via the Competent Supervisory Authority once 
a year with a brief explanation of the reasons justifying the modifications and shall include a 
renewal of confirmation regarding assets. Such modifications shall be reported to the relevant 
Supervisory Authorities even if not specifically requested by them. The Supervisory 
Authorities shall also be notified once a year in cases where no changes have been made. 

https://uat.northerntrust.com/content/dam/northerntrust/corporate/global/en/documents/web/legal-privacy/business-corporate-rules/binding-corporate-rules-controller.pdf
https://uat.northerntrust.com/content/dam/northerntrust/corporate/global/en/documents/web/legal-privacy/business-corporate-rules/binding-corporate-rules-controller.pdf
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More significant modifications, (e.g., which would possibly affect the level of protection offered 
by or significantly affect the BCRs or which involve change in the Liable BCR Member) will be 
reported promptly and in advance to Supervisory Authorities via the Competent Supervisory 
Authority with a brief explanation for the update and the Supervisory Authorities shall assess 
whether the changes made require a new approval.  

8.1.2 No transfers  

As explained in section 3.1.3 above, in undertaking its Processing activities, Northern Trust 
takes steps to ensure that where it transfers Personal Data to locations outside the EEA, on 
its own behalf, such transfers are undertaken in accordance with Northern Trust's obligations 
under the EEA Data Privacy Laws. 

No member of the Northern Trust Group shall make any transfer of Personal Data covered by 
these BCRs to another member of the Northern Trust Group until such member is bound by 
these BCRs (or an alternative means of protection under Chapter V of the GDPR is in place). 

8.1.3 New members 

Additional members of the Northern Trust Group may become bound by these BCRs and 
certain members of the Northern Trust Group may no longer be bound by these BCRs. 
Therefore, Northern Trust will ensure that a fully updated list of members of the Northern 
Trust Group (in respect of Northern Trust's activities as a Data Controller) is available from 
the Chief Privacy Officer & EMEA DPO and will provide this information to Data Subjects and 
the Supervisory Authorities on request. 

A member of the Northern Trust Group acting as Data Importer which ceases to be bound by 
these BCRs may retain, return or destroy the Personal Data that was transferred to it under 
these BCRs. If the Data Exporter and Data Importer agree that the Data Importer may retain 
the Personal Data, the Data Importer shall ensure that such data is retained in accordance 
with the requirements for the international transfer of Personal Data under Chapter 5 of the 
GDPR. 

8.2 Effective date 

The effective date of these BCRs is 31 March 2026 . 

8.3 Contact information  

8.3.1 Contacts 

Any questions regarding these BCRs, including any queries in respect of the exercise by Data 
Subjects of the rights granted to them under these BCRs, should be directed to the Chief 
Privacy Officer & EMEA DPO (based in London, UK) using the details below: 

Email: Privacy_Compliance@ntrs.com 

Post:  

• Luxembourg, 10 rue du Château d’Eau, L-3364 Leudelange, Grand-Duché de 
Luxembourg; 

• Ireland, Georges Court, 54-62 Townsend Street, Dublin 2, Ireland; 

mailto:Privacy_Compliance@ntrs.com
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• Netherlands, Vinoly 7th floor, Claude Debussylaan 18A, 1082 MD Amsterdam, The 
Netherlands; 

• Sweden, Ingmar Bergmans gata 4, 1st Floor, 11434 Stockholm, Sweden; 

• Norway, Third Floor Haakon VIIs gate 6, 0161 Oslo, Norway. 
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SCHEDULE 1 – LIST OF NORTHERN TRUST GROUP ENTITIES BOUND BY THE 
BCRs 

NT Group entity Company Registration Address 
and Registration Number 

Data Protection 
Contact Email Address 

Northern Trust Global Services SE 
with Branches in the United 
Kingdom, Sweden, The 
Netherlands, Norway, Switzerland 
and Abu Dhabi.  

10 rue du Château d’Eau, 
L-3364 Leudelange, 
Grand-Duché de 
Luxembourg                                     
Registration number: 
B232281 

For all Northern Trust Group 
entities, please contact: 
Privacy_Compliance@ntrs.com. 
  
  

Northern Trust Global Services SE, 
Netherlands Branch 

Vinoly 7th floor, Claude 
Debussylaan 18A, 1082 
MD Amsterdam, The 
Netherlands Registration 
number: 000004547799 

Northern Trust Fund Manager 
(Ireland) Limited, Netherlands 
Branch 

Vinoly 7th floor, Claude 
Debussylaan 18A, 1082 
MD Amsterdam, The 
Netherlands Registration 
number: 7460899 

Northern Trust International 
Fund Administration Services 
(Ireland) Limited 

Georges Court, 54-62 
Townsend St, Dublin 2, Ireland            
Registration number: 160579 

Northern Trust Management 
Services (Ireland) Limited 

Georges Court, 54-62 
Townsend St, Dublin 2, Ireland   
Registration number: 429540 

Northern Trust Fiduciary 
Services (Ireland) Limited 

Georges Court, 54-62 
Townsend St, Dublin 2, Ireland   
Registration number: 161386 

Northern Trust Fund Managers 
(Ireland) Limited 

Georges Court, 54-62 
Townsend St, Dublin 2, Ireland         
Registration number: 244513 

Northern Trust Fund Services 
(Ireland) Limited 

Georges Court, 54-62 
Townsend St, Dublin 2, Ireland           
Registration number: 266017 

Northern Trust Pension 
Trustees (Ireland) Limited 

Georges Court, 54-62 
Townsend St, Dublin 2, Ireland   
Registration number: 497068 

Northern Trust Global Services SE 
Sweden Branch 

Ingmar Bergmans gata 4, 1st 
Floor, Stockholm, Sweden,11434   
Registration number: 516405-
3786 Northern Trust Fund Managers 

(Ireland) Limited, Sweden Branch 
Ingmar Bergmans gata 4, 1st 
Floor,  Stockholm, 
Sweden,11434 Registration 

b  516411 8142 Northern Trust Global Services SE, 
Leudelange, Luxembourg, 
Zweigniederlassung Basel 

Aeschenplatz 6, Basel, CH-4052 
Switzerland                              
Registration number: CHE-
325.013.405 

Northern Trust Global Services SE 
Norway Branch  

Haakon VIIs gate 10, 0161 OSLO 
Registration number: 925952567 

Northern Trust Global Services SE, 
United Kingdom Branch 

50 Bank Street, Canary Wharf, 
London E14 5NT, United 
Kingdom Registration number: 

 

mailto:Privacy_Compliance@ntrs.com
mailto:Privacy_Compliance@ntrs.com
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NT Group entity Company Registration Address 
and Registration Number 

Data Protection 
Contact Email Address 

The Northern Trust Company, 
London Branch 

50 Bank Street, Canary Wharf, 
London E14 5NT, United 
Kingdom Registration number: 
BR001960 

Northern Trust Investor Services 
Limited 

50 Bank Street, Canary Wharf, 
London E14 5NT, United 
Kingdom Registration number: 

 Northern Trust Global Investments 
Limited 

50 Bank Street, Canary Wharf, 
London E14 5NT, United 
Kingdom Registration number: 

 Northern Trust Secretarial Services 
(UK) Limited 

50 Bank Street, Canary Wharf, 
London E14 5NT, United 
Kingdom Registration 

 

 

  

Northern Trust Securities LLP with a 
Branch in Sydney, Australia 

50 Bank Street, Canary Wharf, 
London E14 5NT, United 
Kingdom Registration number: 
OC324323;                                     
A li  B h 16  830 93  

 

Northern Trust Management 
Services Limited 

50 Bank Street, Canary Wharf, 
London E14 5NT, United 
Kingdom Registration number: 
4794949 The Northern Trust Company 

UK Pension Plan Limited 
50 Bank Street, Canary Wharf, 
London E14 5NT, United 
Kingdom Registration number: 

 Northern Trust (Guernsey) Limited 71, Trafalgar Court, Les 
Banques, St Peter Port, 
Guernsey GY1 3DA   

   Northern Trust International 
Fund Administration Services 
(Guernsey) Limited 

255, Trafalgar Court, Les 
Banques, St Peter Port, 
Guernsey GY1 3QL                                          
Registration number: 15532 

Northern Trust Fiduciary 
Services (Guernsey) Limited 

71, Trafalgar Court, Les 
Banques, St Peter Port, 
Guernsey GY1 3DA 
Registration number: 29806 

Northern Trust (Guernsey) 
Limited Pension Scheme 

71, Trafalgar Court, Les 
Banques, St Peter Port, 
Guernsey GY1 3DA 
Registration number: 66444 

Northern Trust Corporation 50 S La Salle St., Chicago, IL 
60603-1006, United States             
Registration number: 774471 

The Northern Trust Company with 
Branches in London (UK), the 
Cayman Islands, Melbourne 
(Australia), Beijing (China), 
Singapore, Toronto (Canada) and a 
Representative Office in Kuala 
Lumpur (Malaysia) 

50 S La Salle St., Chicago, IL 
60603-1006, United States 
Registration number: 
ISB.0014019 

Northern Trust Hedge Fund 
Services LLC 

50 S La Salle St., Chicago, IL 
60603-1006, United States 
Registration number: 4225003 

Northern Trust Services, Inc. 50 S La Salle St., Chicago, IL 
60603-1006, United States 
Registration number: 53705685 
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NT Group entity Company Registration Address 
and Registration Number 

Data Protection 
Contact Email Address 

50 South Capital Advisors, LLC 50 S La Salle St., Chicago, IL 
60603-1006, United States 
Registration number: 5681523 

Northern Trust Investments, Inc. 50 S La Salle St., Chicago, IL 
60603-1006, United States 
Registration number: ISB.0028326 

Norlease, Inc. 50 S La Salle St., Chicago, IL 
60603-1006, United States 
Registration number: 785406 

The Northern Trust International 
Banking Corporation 

3 2nd Street, Suite 1401, 
Jersey City, New Jersey 
07311, United States                        
Registration number: 909514 

Northern Trust Securities, Inc. 50 S La Salle St., Chicago, IL 
60603-1006, United States    
Registration number: 870377 

The Northern Trust Company of 
Delaware 

1313 N. Market Street, Suite 
5300, Wilmington, DE 19801, 
United States                                          
Registration number: 4059162 

The Northern Trust Company of 
Nevada 

1995 Village Center Circle, 
Las Vegas, Nevada 89134, 
United States Registration 
number: NV20121362254 

The Northern Trust Company, 
Canada 

161 Bay Street, Suite 4540, BCE 
Place, Toronto, Ontario, M5J 251, 
Canada                                      
Registration number: 13361 5930 

The Northern Trust Company — 
Canada Branch 

145 King Street W, Suite 1910, 
Toronto, Ontario CA M5H 1J8, 
Canada                                     
Registration number: 88887 9749 

NT Global Advisors, Inc. 145 King Street W, Suite 
1910, Toronto, Ontario, 
Canada, M5H 1J8                                     
Registration number: 10140 
9647 

The Northern Trust Company — 
Cayman Islands Branch 

P.O. Box 501, Georgetown, 
Grand Cayman Islands, British 
West Indies                            
Registration number: 1527956 

Northern Trust Cayman 
International, Ltd. 

P.O. Box 501, Georgetown, 
Grand Cayman Islands, British 
West Indies                             
Registration number: 584161 

Northern Trust Global Investments 
Japan, K.K 

9-10 Roppongi 1-Chome, 
Minato-ku, Tokyo 106-0032, 
Japan Registration number: 
5010401048979 

The Northern Trust Company, 
Singapore Branch 

One George Street #12-06, 
Singapore 049145                   
Registration number: 
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Northern Trust Management 
Services Asia Pte. Ltd. 

One George Street #12-06 
Singapore 049145                     
Registration number: 201311087G 

The Northern Trust Company of 
Hong Kong Limited 

Suite 1901 Two Pacific Place 
Admiralty, 88 Queensway Hong 
Kong                                            
Registration number: 487325 

The Northern Trust Company, 
Beijing Branch 

Yintai Centre, Tower C, 21st 
Floor, Unit 2106B, 2 
Jianguomenwai Avenue, 
Chaoyang, District, Beijing, 
China 100022   Registration 
number: 91110000562112354B 

The Northern Trust Company - 
Kuala Lumpur Representative 
Office 

Level 41, Vista Tower, The 
Intermark, 348 Jalan Tun Razak 
50400 Kuala Lumpur, Malaysia 
Registration number: Registered 
as representative office only.  

Northern Operating Services 
Asia Inc. 

8th floor Tower 3, 9 East 
11th Drive Uptown Bonifaco, 
Taguig City, Metro Manila, 
Philippines 1634                                   
Registration number: 
CS201317407 

The Northern Trust Company, 
Melbourne Branch 

Level 47 80 Collins Street, 
Melbourne, Victoria, 3000 
Australia Registration number: 
ARBN: 126 279 918 
ABN: 62 126 279 918 
 

Northern Trust Securities LLP —
Australia Branch 

Level 47 80 Collins Street, 
Melbourne, Victoria, 3000 
Australia Registration number: 
ARBN: 165 830 937 
ABN:52 165 830 937 
 

The Northern Trust Company of 
Saudi Arabia (a closed joint stock 
company) 

Nakheel Tower, Level 11, King 
Fahad Road, PO Box 10175, 
Riyadh, 11433, Kingdom of 
Saudi Arabia                      
Registration number: 
1010366439 

Northern Trust Global Services SE, 
Abu Dhabi Branch 

Al Sila Tower, 7th floor, 
Sowwah Square, Al Maryah 
Island, P.O. Box 114049, Abu 
Dhabi, United Arab Emirates                      
Registration number: 
000000519 

Northern Operating Services 
Private Limited 

2nd Floor, RMZ Ecospace, 
Campus 1C, Sarjapur Outer 
Ring Road, Bellandur, Village, 
Varthur Hobli, Bangalore, India 
560037 Registration number: 
U72300KA2005PTC048089 
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Northern Operating Solutions 
Private Limited 

9th Floor Tower B, EON 
Kharadi Infra Pvt Ltd Phase II 
Sez, Survey No. 72/2/1 Kharadi 
Pune-411014 Maharashtra, 
India Registration number: 
U72900PN2019FTC188165 

 

SCHEDULE 2 – DESCRIPTION OF TRANSFERS 

This is a summary description of the transfers that are covered by these BCRs.  Please also see 
Sections 3.3.1and 3.3.2 of the BCRs.  
 

 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

1. Anti- money 
laundering 
processes 

Personal data is run 
through a software 
system which 
screens the 
personal data 
against a database 
of politically 
exposed persons 
and other high-
profile individuals 
and of persons with 
whom dealings are 
restricted by 
applicable law or 
regulation and 
identifies potential 
matches The Data 
Exporter will 
consider any 
potential match. 

Persons of 
whom 
personal 
identification 
is required, 
pursuant to 
the anti-
money 
laundering 
procedures 
of the Data 
Exporter and 
to enable the 
Data 
Exporter to 
comply with 
all applicable 
laws and 
regulations. 

 

(i) Client or 
business 
contact data - 
for AML/KYC 
purposes 
including but 
not limited to 
name, 
address, date 
of birth, 
national 
insurance 
number, 
occupation, 
income, 
source of 
wealth and 
nationality. 

(ii) Client data 
being 
identification 
documents 
such as proof 
of I.D and 
proof of 
address. 

Includes: 

(i) the 
commission 
or alleged 
commission 
of an 
offence by 
the data 
subject; 

(ii) any 
proceedings 
for any 
offence 
committed 
or alleged to 
have been 
committed 
by the data 
subject, the 
disposal of 
such 
proceedings 
or the 
sentence of 
any court in 
such 
proceedings
;  

(iii) the 
political 

USA, 
India, 
Philippines
, UK  
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

connections 
of the data 
subject; 
and/or 

(iv) 
Screening/ 
justification 
results;  

2. Unusual 
activity 
and Fraud 
monitoring, 
including for 
the 
prevention of 
terrorist 
financing, 
bribery, 
corruption, 
tax evasion 
and 
prevention of 
the provision 
of financial 
services to 
persons 
subject to 
economic / 
trade 
sanctions. 

For anti-money 
laundering 
purposes, 
to notify the 
AML or Fraud 
teams 
of any suspicious 
activity. 

Clients 
including 
investors 
and their 
related 
parties, 
employees. 
 

Client data for 
AML/KYC 
purposes 
including but 
not limited to 
name, 
account 
number, 
description 
of unusual 
activity 
which may 
include 
transactional 
information, 
identification 
information or 
address of 
location 
where activity 
occurred. 

None USA, UK, 
Philippines 

 

3. Fund 
administratio
n 
including 
Transfer 
Agency and 
Company 
Secretarial 
services 
provided to 
Fund 
Entities 

(i) For storage on a 
centralised 
database 
which is accessible 
by the Data 
Exporter and 
individuals 
authorised by the 
Data Exporter; 
(ii) for the purposes 
of archiving 
information and 
documentation; 
accessing 
information; and (iii) 

(i) 
Individuals 
who 
invest in 
Fund Entities 
managed 
by 
institutional 
clients of the 
Data 
Exporter. 
(ii) 
Individuals 
who 

(i) Client data 
being contact 
details 
including: 
name, 
address, fax, 
phone and 
email of 
investors, 
investors’ 
nationality, 
passport 
numbers, 
other 
identifiers and 

(i) Any 
sensitive 
personal 
data that 
may be 
communicat
ed by 
investors. 
(ii) 
Information 
about racial 
background 
and 
ethnicity to 
the 

USA, 
India, UK, 
Philippines  
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

to provide services 
to individuals who 
invest in investment 
fund vehicles (Fund 
Entities) and to 
such Fund Entities.  

own 
management 
companies 
involved 
in the 
management 
of Fund 
Entities. 
(iii) Financial 
intermediarie
s (i.e. 
investors 
into Fund 
Entities) who 
are 
individuals. 
(iv) 
Controllers 
and 
beneficial 
owners of 
institutional 
investors 
and Fund 
entities. 
(v) Directors 
of 
Fund entities 

financial 
information  
(ii) data for 
directors and 
beneficial 
owners of 
Fund Entities 
being contact 
details 
including:  
name, 
address, 
phone and 
email,  
nationality, 
passport 
numbers, and 
other 
identifiers. 

extent this 
can be 
deduced 
from 
information 
on 
passport  
(ii) biometric 
data 
for the 
purpose of 
authenticati
ng 
investor 
access to 
Transfer 
Agency 
Matrix Portal 

4.  Enterprise 
Relationship 
Management 
System 

The relationship 
management team 
operates globally 
and has access to 
client data for the 
purpose of 
providing client 
support; making 
sales and for global 
relationship 
management 
purposes. 
 

Personal 
clients 
and senior 
officers of 
institutional 
clients 
and 
prospects 

Client details 
being contact 
details and 
personal 
information 
and identifiers 
being name, 
addresses, 
phone 
numbers, 
Email 
addresses, 
date of birth, 
date of 
death, age, 
education / 
employment 
details, 

None USA, 
Canada, 
Cayman 
Islands, 
Japan, 
Singapore, 
Hong 
Kong, 
Australia, 
China, , 
Malaysia, 
India, 
Saudi 
Arabia, 
Abu 
Dhabi, UK, 
Philippines
. 
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

gender, 
interests, 
language, 
marital 
status, 
profession, 
tax 
identification 
(National 
Insurance, 
SSN) 
numbers. 
 

 

5. Travel and 
employee 
expense 
processing  

Northern Trust 
utilises a travel and 
expense processing 
web based system. 
All EEA employees 
will be able to 
access this system 
in order to process 
their 
expenses and make 
travel 
arrangements. 
All the personal 
data is collected by 
Northern Trust in 
Chicago in the first 
instance. Personal 
data is then 
transferred to a third 
party processor 
in the United 
States, who process 
the expenses and 
manage user set- 
up and 
maintenance on the 
application and then 
send the processed 
data back to 
Northern Trust in 
Chicago. 

All Employed 
Northern 
Trust EEA 
Partners 

Employee 
data being 
employment 
and 
organisational 
details being 
employee 
name, ID 
Number and 
other 
identifiers, 
employing 
company and 
location. 
 
 

None USA, 
India, UK. 
 
 

6. Human 
Resources 

(i) To attract and 
recruit new 
partners: 

EEA 
Northern 
Trust 

Employee 
data being 
contact 

(i) Racial 
background, 

USA, 
India, UK, 
Philippines
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

(HR) 
administratio
n 
processes 

- Personal data of 
current employees 
on 
an NT-branded 
website hosted in 
the US, as a 
recruitment tool for 
prospective NT 
employees 
- Collecting data of 
Prospective 
employees using an 
external website 
- Vetting/screening 
of employees 
during 
recruitment  
 
(ii) To provide HR 
services to NT 
Partners the 
following processes 
take place: 
- Standard reporting 
- Issuing 
documentation 
- Payroll 
processing. 
- Audio files of 
grievance 
investigation 
meetings 
- Systems input (for 
exit interviews and 
reversals). 
-Productivity 
monitoring and 
evaluation of 
employee business 
activities. 
 
(iii) Presentation to 
clients, industry 
regulators and 
auditors for the 
purposes of 
demonstrating that 
the company’s 

employees details, 
employee 
related 
information, 
employment 
and 
organisational 
details, family 
details, travel 
and 
expenses, 
physical 
access/securi
ty, fraud 
detection, NT 
classified 
information to 
prevent 
insider 
information 
and 
communicatio
n data.  
 

(ii) 
Offences, 
(iii) 
occupationa
l health 
information,  
(iv) medical 
Conditions; 
and 
(v) details of 
conduct to 
the extent 
that this 
may reveal 
sensitive 
information 
or criminal 
activities. 

, 
Singapore. 
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

employees are “fit 
and proper” to 
operate the 
Northern Trust's 
businesses 

(iv) The 
administration of 
funded pensions or 
administration of 
pension schemes 

(v) The 
administration of 
Northern Trust's 
disaster recovery 
programme. 

(vi) The 
administration of 
Northern Trust's 
automated systems 
and authority levels. 

(vii) The 
administration of 
Northern Trust's 
diversity and equal 
opportunities 
policies 

(viii) Complying with 
applicable laws and 
regulation 

(ix) To comply with 
lawful requests by 
public authorities 
(including without 
limitation to meet 
national security or 
law enforcement 
requirements) 

(x) Operating email, 
IT, enabling access 
to network from 
authorised 
locations, internet, 
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

social media, HR 
related and other 
company policies 
and procedures 

(xi) The assessment 
of the effective 
operation of 
Northern Trust's 
systems and 
methods of 
business practice 

(xii) Conducting 
research, analysis 
and development 
activities (including 
but not limited to 
data analytics and 
surveys). 

7. Client fee 
billing 

In the EEA, clients’ 
names and 
addresses 
are inputted into 
systems to facilitate 
the production of 
client invoices. 

Applicable 
EEA 
clients 

Client data 
being contact 
details 
including 
name and 
address 

None USA, 
India, UK. 

8. Email 
retention 
and 
archiving in 
Chicago 

A copy of each 
email (along with 
any 
attachments) and 
each instant 
message 
sent or received by 
Northern Trust 
employees is 
archived on a 
system in 
Chicago.  

Any 
individuals 
whose 
personal 
data may 
be included 
in an 
email sent or 
received by 
Northern 
Trust 
employees. 

Employee or 
client data 
being 
employee 
corresponden
ce including 
all content 
included 
in an email 
sent by or 
received by 
any Northern 
Trust 
employee  

Data 
including: 
(i) the 
commission 
or alleged 
commission 
of an 
offence by 
the data 
subject; 
(ii) any 
proceedings 
for any 
offence 
committed 
or alleged to 
have been 
committed 
by the data 
subject, the 

USA, UK 
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

disposal of 
such 
proceedings 
or the 
sentence of 
any court in 
such 
proceedings
; 
(iii) political 
connections 
of the data 
subject; 
and/or 
(iv) medical 
conditions.  
 

9. Physical 
Security 
Services 
(Employee 
Identification 
Card 
Processing). 

Employees’ relevant 
personal data used 
to 
program Employee 
ID 
cards are 
transferred to 
Chicago, where the 
employee ID cards 
are programmed 
and then returned 
back to the relevant 
EEA entity. 

All EEA 
Northern 
Trust 
employees, 
Consultants 
and 
Visitors 

Employee 
data being 
employee 
related 
information 
including 
name, image 
and other 
information 
about 
employees’ 
access 
through 
security 
points using 
Employee ID 
cards. 

Potentially 
this 
transfer 
could 
include 
sensitive 
personal 
data 
related to 
the 
commission 
or 
alleged 
commission 
of an 
offence by 
the 
data subject  

USA, UK 
 
 

10
. 

Physical 
Security 
Services 
(CCTV 
images 
transfer) 

CCTV images 
recorded in certain 
EEA Northern 
Trust's offices  

All Northern 
Trust 
Employees 
and visitors  

Client, 
employee, or 
third party 
data being 
CCTV images 

Potentially 
this 
transfer 
could 
include 
sensitive 
personal 
data 
related to 
the 
commission 
or 

USA, UK 
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

alleged 
commission 
of an 
offence by 
the 
data subject 
and 
also the 
data 
subjects’ 
race/ethnic 
origin to the 
extent that 
this can be 
deduced 
from the 
CCTV 
footage. 

11
. 

Credit Risk 
Management 
and 
Regulatory 
Capital 
Calculation 

Storage in credit 
risk 
data warehouse 
used for 
aggregating, 
analysing and 
managing credit risk 
data, as well as for 
calculating 
regulatory 
and economic 
capital as required 
in the normal 
course of business. 

 

Clients Client data 
being contact 
details and 
identification 
details 
including 
name, 
address, tax 
identification, 
date of birth, 
financial 
information 
and 
identifiers. 

None USA 
 
 
 

12
. 

Sub-custody 
processes 

Data shared with 
sub-custodians, 
including: 
(i) To provide 
certain 
Northern Trust 
employees in 
Bangalore and 
Manila 
access to 
documents 
saved on a 
document 
storage system  
(ii) The sending of 

Owners, 
Controllers, 
directors and 
senior 
officers and 
signatories 
of 
institutional 
clients 
of the 
exporting 
entities 
Individuals 
who are 
Wealth 

Client data 
being contact 
and personal 
details 
including 
names, 
addresses, 
signatures, 
information 
included 
on W- 8BENs 
(name of 
beneficial 
owner, 
address, 

None USA, 
Philippines
, India, UK 
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

documentation to 
sub-custodians 
and agents 
that assess 
eligibility 
of opening 
accounts / opening 
sub-accounts. 
 

Clients of the 
exporting 
entities 
(or the 
clients or 
beneficial 
owners) 
of such 
Wealth 
Clients 

taxpayer 
identification 
number, 
country of 
residence). 
Plus, for 
Wealth 
Clients only, 
source 
of wealth and 
employment 
information 

13
. 

Procurement
/ 
Accounts 
Payable 

To enable payment 
of employee 
expenses and 
vendor/supplier 
Invoices.  
The processing of 
invoices that could 
also include 
personal data when 
gifts or 
entertainment is 
given to clients 
 

 

(i) 
Employees 
who 
make claims 
for 
expenses, 
(ii) Individual 
(noncorporat
e) 
vendors/ 
suppliers. 

(i) Employee 
data being 
contact 
details and 
employment 
details 
including 
Employee ID, 
name, email 
address, 
financial 
information 
and other 
identifiers.  
 
(ii) Individual 
vendors/suppl
ier contact 
details. 
 

None USA, 
Singapore, 
India, UK 
 
 
 

14
. 

Wealth 
Management 

(i) Management of 
client's trade 
accounts; 
(ii) banking payment 
and cash 
management; and 
(iii) corporate trust 
services  
 

(i) Individual 
clients 
of corporate 
clients 
(ii) Officers 
of 
corporate 
clients 
(iii) 
Shareholder
s 
(iv) 
Beneficiaries 
to 

Client, or 
business 
contact data 
being contact 
details and 
financial and 
personal 
information 
including  
 Name, 
Address, 
Contact 
details, 
 Bank 
account 

None USA, UK 
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

corporate 
trust 
vehicles 

Number, 
Personal 
bank 
Transactions, 
 Personal 
client's 
revenue, 
creditworthine
ss or 
financial 
statements, 
Trust account 
Numbers, 
DOB. 

15
. 

Call 
recording 

Maintenance of a 
call recording 
platform. 
Recorded 
telephone calls are 
used 
throughout the 
organization to 
comply with 
regulatory/legal 
requirement and 
client 
contractual 
obligations 
including in TA 
when in contact with 
investor, clients or 
third parties. The 
platform is also 
used for quality, 
business analysis, 
training and related 
purposes as well as 
processing and 
verification of 
instructions 
investigation and 
fraud prevention 
purposes, for crime 
detection, 
prevention, 
investigation and 
prosecution. 

(i) NT 
Partners 
(ii) Clients 
and 
investors of 
institutional 
clients 
(iii) 
Counterparti
es, 
intermediarie
s and Third 
parties 

Employee, 
business 
contact or 
third party 
data being 
contact 
details and 
identification 
details likely 
to include: 
Name, details 
required to 
verify 
identity and 
any 
other 
personal data 
disclosed in 
the 
duration of 
the call. 

None USA, UK 
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

16
. 

IT Services 
(Network / 
Traffic 
monitoring, 
IT service 
support, IT 
access 
management
, system 
and 
application 
testing) 

Provision of IT 
network support 
and 
enforcement of IT 
security policies to 
comply with 
legal/regulatory 
requirements and 
client contractual 
obligations. 

(i) NT 
Personnel 
(ii) Clients 
(iii) Vendors 
(iv) Third 
Parties who 
interact with 
any of 
Northern 
Trust’s 
externally 
available 
systems 

Employee, 
client, 
business 
contact and 
third party 
data being 
contact 
details and 
identification 
details 
including 
Name, 
Employee ID, 
Email 
address, 
LAN ID, IP 
address, 
Country of 
location 

 USA, 
India, UK 
 
 
 

17
. 

Personal 
Conduct / 
Conflict of 
Interest / 
Complaints 
(Ethics 
Requests, 
conflicts, 
whistleblowi
ng) 

(i) Provision of a 
platform to capture, 
assess and resolve 
instances that may 
give rise to conflicts 
of 
interest as defined 
by Corporate 
Standards 
of Conduct Policy. 
(ii) Provision and 
maintenance of a 
platform to enable 
partners to report 
suspected 
violations of 
Northern Trust 
policy 
(iii) Sharing of data 
for complaints 
management 
processes. 

(i) NT 
Personnel 
(ii) Clients 
(iii) Vendors 

Employee, 
client or 
business 
contact data 
being contact 
details and 
employment 
related 
information 
including:  
Name, 
Employee ID, 
Role 

There may 
be 
instances 
where the 
nature of 
the 
conflict or 
wrongdoing 
stated 
may reveal 
information 
of a 
sensitive 
nature 

USA, UK 
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

18
. 

Corporate 
tax 

Processing of 
personal data for 
tax related 
purposes 
 

(i) 
Controlling 
persons 
(ii) Individual 
clients 
of corporate 
clients 
(iii) 
Beneficiaries 
to 
corporate 
trust 
vehicles 

Client data 
being contact 
details and 
financial 
information 
including:  
Name, 
Address, Tax 
ID, 
Wealth/incom
e. 

None USA, UK, 
India 
 
 

19
. 

Marketing (i) Use of personals 
data to promote 
services and 
products available 
to clients 
(ii) Management of 
marketing lists and 
client marketing 
preferences 
(iii) Management of 
externally 
sponsored 
events offered to 
clients 
(iv) Production of 
attendance/preferen
ce reports 
 
A corporate-wide 
system to support 
the processing of 
data for these 
purposes. 

(i) Directors / 
officers of 
institutional 
clients 
(ii) Directors 
/ 
officers of 
prospective 
clients 
(iii) 
Representati
ves 
of external 
sponsors 

Client data 
being contact 
details and 
personal 
information 
including:  
Name, 
Business 
address, 
contact 
details, 
Profession 

None USA, UK, 
Philippines 

20
. 

Broker 
dealing / 
trading 

(i) Processing of 
personal data for 
the 
execution of orders 
as per client 
instructions. 
(ii) Provision of 
stocks and markets 
research 

(i) Clients 
(ii) Clients’ 
agents 
(iii) Brokers 
(iv) 
Counterparti
es 

Client data 
being contact 
details 
including: 
Name, and 
contact 
details 

None USA 
 
 

21
. 

Litigation 
support 

As part of litigation 
proceedings, 
personal 

Clients, 
employees 

Client, 
employee or 
third party 

Any 
sensitive 

USA, UK / 
location of 
the 
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

data may be 
transferred to the 
litigation team in 
Chicago and 
London for litigation 
support and 
management 
reporting. 

or others 
involved in 
litigation with 
Northern 
Trust 

data including 
any personal 
data 
that form part 
of the 
litigation 
case, possibly 
including: 
- Name; 
- Contact 
details; 
- Financial 
information; 
- Employment 
details; and 
- due 
diligence 
information, 
such as 
passport 
details and 
utility bills 

personal 
data that 
form part of 
the litigation 
case, 
possibly 
including: 
- Racial 
background; 
- Offences / 
Alleged 
offences; 
- Political 
connections; 
and 
- Health 
information 

relevant 
litigation 
 
 

22
. 

Global 
Compliance 
Testing & 
Internal 
Audit 
Services 

Transferring of 
personal data from 
Northern Trust 
Entities 
in the EEA 
countries to the 
Global 
Internal Audit 
Services 
and Compliance 
Testing Functions in 
the US and the 
Center of 
Excellence (TCOE) 
in Manila, the 
Philippines. 
 

(i) 
Individuals 
who 
invest in 
Fund 
Entities 
managed 
by 
institutional 
clients of the 
Data 
Exporter. 
(ii) 
Individuals 
who 
own 
management 
companies 
involved 
in the 
management 
of Fund 
Entities. 
(iii) Financial 
intermediarie
s (i.e. 

Client and 
employee 
data being 
contact 
details and 
personal 
information 
including 
name, 
addresses, 
phone 
numbers, 
Email 
addresses, 
date of birth, 
date of 
death, 
education and 
employment 
details.  
 
 

(i) any 
proceedings 
for any 
offence 
committed 
or 
alleged to 
have 
been 
committed 
by 
the data 
subject, 
the disposal 
of such 
proceedings 
or the 
sentence of 
any 
court in 
such 
proceedings
; 
(ii) the 
political 

USA, 
Philippines
, India, 
UK,  
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 Transfer Purpose of 
Transfer 

Data 
Subjects 

Categories 
of Personal 
Data 

Sensitive 
Personal 
Data 

Third 
Countries 

investors 
into Fund 
Entities) who 
are 
individuals. 
(iv) 
Controllers 
and 
beneficial 
owners of 
institutional 
investors. 
(iv) 
individuals 
employed by 
EEA 
entities, 
including 
prospective 
employees 

connections 
of the data 
subject; 
and/or 
(iv) 
Screening/ 
justification 
results. 

23
. 

Business 
Restructurin
g 

Processing in the 
event of a merger, 
reorganisation or 
disposal of, or a 
proposed merger, 
reorganisation or 
disposal of any 
member (or the 
assets of any 
member) of the 
Northern Trust 
group. 

(i) 
Employees 
(ii) Clients 
(iii) service 
providers 
and 
business 
partners. 
 
 

(i) Employee 
data 
including: 
name, title 
and role of 
employees 
and other 
employment 
related 
information 
 
(ii) Client data 
being contact 
details and 
personal 
information 
including:  
Name, 
business 
address and 
Profession 
 
 
(iii) Service 
provider and 
business 
contact data. 
 

None Location 
of the 
relevant 
target 
company / 
business. 
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SCHEDULE 3 – LAWFUL BASIS 

Types of 
processing 

 

Purposes of Processing 

 

Lawful Bases for 
processing 

Conditions for 
processing Special 
Category Data or 
Criminal Offences Data 

Relationship 
Management 
and 
Administration 
 

• Managing and 
administering your holdings 
in any relevant Fund and/or 
managing any account you 
hold with Northern Trust on 
an on-going basis; 
 
• Managing our relationship 
with you or the institution 
you represent, including 
establishing and managing 
service delivery, 
contractual arrangements, 
reporting and issue 
resolution; 
 
• Updating and maintaining 
client records and records 
for fee billing. 

• Northern Trust's 
Legitimate Interests 
(as clarified in section 
4.1.1) in understanding 
and developing our 
relationship with you or 
the institution you 
represent; 
 
• Contractual 
Obligations (as 
clarified in section 
4.1.1); 
 
• the Data Subject has 
given Consent to the 
Processing of his or 
her Personal Data for 
one or more specific 
purposes (where 
required by applicable 
law) (as clarified in 
section 4.1.1). 
 

Not applicable 

Development 
and 
Management 
of our 
Services 

• Day to day administration 
and management of our 
businesses; 

• Carrying out statistical 
analysis and market 
research; 

• Monitoring and recording 
calls and electronic 
communication for (i) 
processing and verification 
of instructions, (ii) enforcing 
and defending Northern 
Trust's rights itself or 
through third parties to 
whom it delegates such 
responsibility, (iii) quality, 

• Northern Trust's 
Legitimate Interests 
(as clarified in section 
4.1.1)  in 
understanding, 
improving and 
developing our 
services and products, 
identifying relevant 
clients or opportunities 
for our services and 
products, making and 
defending against legal 
claims, Legitimate 
Interests in connection 
with mergers, 
reorganisations or 
disposals; 

Not applicable 
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Types of 
processing 

 

Purposes of Processing 

 

Lawful Bases for 
processing 

Conditions for 
processing Special 
Category Data or 
Criminal Offences Data 

business analysis, training 
and related purposes; 

• Providing you with 
information about products 
and services which may be 
of interest to you or to the 
institution you represent; 

• Disclosing information to 
third parties, such as 
service providers of 
Northern Trust, auditors, 
regulatory authorities and 
technology providers; 

• Processing in the event of 
a merger, reorganisation or 
disposal of, or a proposed 
merger, reorganisation or 
disposal of any member (or 
the assets of any member) 
of the Northern Trust 
group. 

• Procurement and supply-
chain management. 

• Contractual 
Obligations (as 
clarified in section 
4.1.1); 

• Legal Obligations (as 
clarified in section 
4.1.1); 

• the Data Subject has 
given Consent to the 
Processing of his or 
her Personal Data for 
one or more specific 
purposes (where 
required by applicable 
law) (as clarified in 
section 4.1.1)  . 

Crime 
Prevention 
and Detection 

• Northern Trust will itself 
(or through a third party 
e.g. credit reference 
agency) process certain 
information about you or 
your directors, officers and 
employees and your 
beneficial owners (if 
applicable) in order to carry 
out anti-money laundering 
(AML) checks and related 
actions which Northern 
Trust considers appropriate 
in accordance with 
Northern Trust's AML 
procedures; 

• Monitoring and recording 
calls and electronic 
communications, for 

• Northern Trust's 
Legitimate Interests 
(as clarified in section 
4.1.1) relating to the 
prevention of fraud, 
money laundering, 
terrorist financing, 
bribery, corruption, tax 
evasion and to prevent 
the provision of 
financial services to 
persons who may be 
subject to economic or 
trade sanctions, on an 
on-going basis, relating 
to making or defending 
against legal claims, or 
relating to Northern 
Trust's ability to 

• Where authorised 
by EU law or EU 
Member State law 
providing for 
appropriate 
safeguards for the 
rights and 
freedoms of Data 
Subjects. 
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Types of 
processing 

 

Purposes of Processing 

 

Lawful Bases for 
processing 

Conditions for 
processing Special 
Category Data or 
Criminal Offences Data 

investigation and fraud 
prevention purposes, for 
crime detection, prevention, 
investigation and 
prosecution, and to enforce 
or defend Northern Trust 
and its affiliates' rights, 
itself or through third 
parties to whom it 
delegates such 
responsibilities or rights in 
order to comply with a 
Legal Obligation 

• Retaining AML and other 
records of individuals to 
assist with subsequent 
screening and ongoing 
AML customer due 
diligence and monitoring of 
them including in relation to 
investment or other funds 
or the provision of other 
services by Northern Trust. 

support its clients' 
Legitimate Interests; 

• Public Interest (as 
clarified in section 
4.1.1); 

• Contractual 
Obligations (as 
clarified in section 
4.1.1); 

• Legal Obligations (as 
clarified in section 
4.1.1).  

 

Other Legal 
and 
Regulatory 
Obligations 

• Reporting tax related 
information to tax 
authorities in order to 
comply with a Legal 
Obligation applicable to 
Northern Trust. 

• Reporting IBAN and 
related bank account 
information to regulatory 
authorities in order to 
comply with a Legal 
Obligation applicable to 
Northern Trust. 

• Where required in 
connection with Northern 
Trust's compliance with 
applicable law and / or in 
connection with lawful 
requests from a court, 

• Northern Trust's 
Legitimate Interests 
(as clarified in section 
4.1.1) in supporting 
compliance with its 
legal and regulatory 
obligations in the 
markets in which it 
operates; 

• Public Interest (as 
clarified in section 
4.1.1); 

• Contractual 
Obligations (as 
clarified in section 
4.1.1); 

• Legal Obligations. 

Not applicable 
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Types of 
processing 

 

Purposes of Processing 

 

Lawful Bases for 
processing 

Conditions for 
processing Special 
Category Data or 
Criminal Offences Data 

government or regulatory 
body; 

Protection 
and 
Administration 
of our 
Physical and 
Electronic 
Infrastructure 

• Site management 
including the use of: 

•CCTV; 

•Sign-in 
procedures; and 

•Access control 
measures. 

• Monitoring use of website 
and online infrastructure for 
technical improvement and 
cybersecurity. 

• Site security purposes, to 
ensure that all relevant 
locations are being 
monitored throughout the 
day. 

• Disaster recovery, 
business continuity and 
information security 
purposes. 

• Northern Trust's 
Legitimate Interests 
(and the Legitimate 
Interests of our clients) 
in administering and 
securing our 
infrastructure (as 
clarified in section 
4.1.1); 

• Contractual 
Obligations (as 
clarified in section 
4.1.1); 

• Legal Obligations (as 
clarified in section 
4.1.1). 

Not applicable 

Northern 
Trust Matrix 

We may use personal 
information which you 
provided in connection with 
an investment in a Fund, or 
which we have received 
from a Fund or Manager as 
a result of services which 
we provide to that Fund or 
Manager, for the purposes 
of the services provided via 
the Matrix Portal. We may 
also use this information for 
the purposes of providing 
services to other Funds (or 
their Managers) in which 
you have invested or in 
respect of which an 

• Northern Trust's 
Legitimate Interests 
(as clarified in section 
4.1.1) and the 
Legitimate Interests of 
our clients in providing 
and using the Northern 
Trust Matrix; 

• Contractual 
Obligations (as 
clarified in section 
4.1.1); 

• Legal Obligations (as 
clarified in section 
4.1.1); 

For Special Category 
Data 
 

• the Data Subject 
has given explicit 
Consent to the 
Processing of 
those Personal 
Data for one or 
more specified 
purposes, except 
where European 
Union Law or EU 
Member State law 
provide that the 
prohibition against 
the Processing of 
Special Category 
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Types of 
processing 

 

Purposes of Processing 

 

Lawful Bases for 
processing 

Conditions for 
processing Special 
Category Data or 
Criminal Offences Data 

Investor has appointed you 
to access the Matrix Portal. 

Northern Trust may 
process your personal 
information in connection 
with the Northern Trust 
Matrix: 

• Holding, maintaining and 
using the single source 
record, relating to each 
Investor; 

• Carrying out AML checks 
and related actions which 
Northern Trust considers 
appropriate to meet any 
Legal Obligations imposed 
on the Fund(s) or Northern 
Trust; 

• Updating and maintaining 
records in connection with 
our use of the Northern 
Trust Matrix. 

Where an Investor has 
agreed to Northern Trust’s 
centralised AML 
procedures, and your 
personal data is required in 
connection with that 
Investor’s AML compliance 
Northern Trust, may 
process your personal data 
as a controller by: 

• Retaining AML and other 
records of individuals to 
assist with the subsequent 
screening and ongoing 
AML customer due 
diligence and monitoring of 
Investors by Northern Trust 
and its affiliates, including 
in relation to other funds or 

 Data under EEA 
Data Privacy Law 
may not be lifted 
by the Data 
Subject; 

  
• Processing is 

necessary for the 
establishment, 
exercise or 
defence of legal 
claims or 
whenever courts 
are acting in their 
judicial capacity; 

 

• Processing is 
necessary for 
reasons of 
substantial public 
interest, on the 
basis of European 
Union law or EU 
Member State law 
which shall be 
proportionate to 
the aim pursued, 
respect the 
essence of the 
right to data 
protection and 
provide for 
suitable and 
specific measures 
to safeguard the 
fundamental 
rights and the 
interests of the 
Data Subject. 

 
For criminal data 

• Where authorised 
by EU law or EU 
Member State law 
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Types of 
processing 

 

Purposes of Processing 

 

Lawful Bases for 
processing 

Conditions for 
processing Special 
Category Data or 
Criminal Offences Data 

clients of Northern Trust or 
any of its affiliates. 

Where you have 
subscribed to use Matrix 
Portal Northern Trust, as a 
controller, will additionally 
use your personal data for: 

• Security purposes in 
connection with Matrix 
Portal, which are necessary 
in Northern Trust’s and 
your Legitimate Interests, 
or where you have 
provided your explicit 
consent in advance to 
Northern Trust’s use of 
biometric data relating to 
you; 

• Facilitation of electronic 
dealings and access to 
information in connection 
with investments in the 
Fund(s), including without 
limitation the processing of 
subscription, redemption, 
conversion, transfer and 
additional subscription 
requests, where the 
relevant Fund permits 
electronic dealings; 

• Disclosing information to 
third party service and 
application providers in 
order to facilitate payment 
and other services 
accessed in connection 
with and to facilitate the 
functioning of Matrix Portal. 

providing for 
appropriate 
safeguards for the 
rights and 
freedoms of Data 
Subjects. 

Employees 
Management 
and 
Administration 

• The administration of 
employees: recruitment; 
general human resources 
administration and 
management; recording of 

• Northern Trust's 
Legitimate Interest (as 
clarified in section 
4.1.1) in managing and 

For Special Category 
Data 
 

• the Data Subject 
has given explicit 
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Types of 
processing 

 

Purposes of Processing 

 

Lawful Bases for 
processing 

Conditions for 
processing Special 
Category Data or 
Criminal Offences Data 

working time; 
administration and payment 
of wages, salaries, 
pensions and other benefits 
with deductions; employee 
assessment and training; 
negotiation or 
communication with 
employees; people-power 
and career planning; 
grievance and disciplinary 
investigation; monitoring for 
the purposes of 
performance evaluation 
and management; partner 
and manager feedback; 
compliance with Northern 
Trust policy and/or 
legislation in relation to 
health and safety and other 
employment matters; 
alcohol testing where 
suspected of being 
intoxicated and/or drug 
testing; analysis for 
management purposes and 
statutory returns; and 
undertaking periodic 
criminal records checks. 
 
• The administration of 
funded pensions or 
administration of pension 
schemes. Typical activities 
are: processing of 
contributions; maintenance 
of accounts; payment of 
benefits; actuarial advice; 
processing of persons 
leaving the scheme; 
analysis for management 
purposes; and statutory 
returns. 

• The administration of 
Northern Trust's disaster 
recovery programme. 
Typical activities are: 
analysis of employee 
commute patterns; analysis 
for management purposes 

administering its 
employees;   

• Contractual 
Obligations (as 
clarified in section 
4.1.1); 

• Legal Obligations (as 
clarified in section 
4.1.1) 

 

Consent to the 
Processing of 
those Personal 
Data for one or 
more specified 
purposes, except 
where European 
Union law or EU 
Member State law 
provide that the 
prohibition against 
the Processing of 
Special Category 
Data under EEA 
Data Privacy Law 
may not be lifted 
by the Data 
Subject; 

 
• Processing is 

necessary for the 
purposes of 
carrying out the 
obligations and 
exercising specific 
rights of Northern 
Trust or of the 
Data Subject in 
the field of 
employment and 
social security 
and social 
protection law 
provided this is 
authorised by 
European Union 
law or Member 
State law or a 
collective 
agreement 
pursuant to 
Member State law 
providing for 
appropriate 
safeguards for the 
fundamental 
rights and the 
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Types of 
processing 

 

Purposes of Processing 

 

Lawful Bases for 
processing 

Conditions for 
processing Special 
Category Data or 
Criminal Offences Data 

and reporting to industry 
regulators and auditors; 
maintenance of call trees; 
maintenance of out of 
hours contact numbers and 
addresses 

• Presentation to clients, 
industry regulators and 
auditors for the purposes of 
demonstrating that the 
company’s employees are 
“fit and proper” to operate 
the Northern Trust's 
businesses. Typical 
activities are: maintenance 
of continual personal 
development records; 
maintenance of industry 
and academic 
qualifications; maintenance 
of employee profiles; 
reference and credit 
records. 

• The administration of 
Northern Trust's automated 
systems and authority 
levels. Typical activities 
are: maintenance of 
signature lists. 

• To the extent allowed by 
applicable law and 
provided by employees 
voluntarily, the 
administration of Northern 
Trust's diversity and equal 
opportunities policies. 
Typical activities are: 
analysis of workplace 
demographics, 
maintenance of records 
relating to e.g. age, gender, 
ethnic background and 
disability for the purpose of 
trends analysis. 

interests of the 
Data Subject; 

 
• Processing is 

necessary for the 
establishment, 
exercise or 
defence of legal 
claims or 
whenever courts 
are acting in their 
judicial capacity; 
 

• Processing is 
necessary for 
reasons of 
substantial public 
interest, on the 
basis of European 
Union law or EU 
Member State law 
which shall be 
proportionate to 
the aim pursued, 
respect the 
essence of the 
right to data 
protection and 
provide for 
suitable and 
specific measures 
to safeguard the 
fundamental 
rights and the 
interests of the 
Data Subject. 

Criminal data 

• Where authorised 
by European 
Union law or EU 
Member State law 
providing for 
appropriate 
safeguards for the 
rights and 
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Types of 
processing 

 

Purposes of Processing 

 

Lawful Bases for 
processing 

Conditions for 
processing Special 
Category Data or 
Criminal Offences Data 

• Complying with applicable 
laws and regulation. 
Typical activities are: data 
processing activities with 
respect to leave legislation 
and the provisions of the 
collective bargaining 
agreement for bank 
employees, working time 
and health and safety 
legislation, taxation rules, 
worker consultation 
requirements, other 
employment laws and 
regulation to which 
Northern Trust is subject in 
the conduct of its business. 

• To comply with lawful 
requests by public 
authorities (including 
without limitation to meet 
national security or law 
enforcement requirements), 
discovery requests, or 
where otherwise required 
or permitted by applicable 
laws, court orders, 
government regulations, or 
regulatory authorities 
(including without limitation 
data protection, tax and 
employment), whether 
within or outside the 
employee's country. 

• Operating email, IT 
security scanning policies, 
verifying user identity, 
enabling access to network 
from authorised locations, 
internet sites access via the 
corporate network, social 
media, HR related and 
other company policies and 
procedures.   

freedoms of Data 
Subjects. 
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Types of 
processing 

 

Purposes of Processing 

 

Lawful Bases for 
processing 

Conditions for 
processing Special 
Category Data or 
Criminal Offences Data 

• The assessment of the 
effective operation of 
Northern Trust's systems 
and methods of business 
practice such as the use of 
computers, e-mails and 
telephone calls, including, 
monitoring and recording 
for investigation and fraud 
prevention purposes. The 
company carries out 
monitoring of the 
Company’s IT systems to 
protect and maintain the 
systems, to ensure 
compliance with the 
Company policies and to 
locate information through 
searches where needed for 
a legitimate business 
purpose. Additional details 
of IT monitoring that the 
Company may carry out for 
the purposes of preventing, 
detecting and responding 
to security events are set 
out in the Company's 
Acceptable Use Policy. Use 
of Northern Trust 
communication systems for 
personal use and any data 
exchanged through these 
systems may be subject to 
such access and review by 
Northern Trust, in 
compliance with applicable 
data protection law. 

• Conducting research, 
analysis and development 
activities (including but not 
limited to data analytics 
and surveys) to improve 
Northern Trust's 
infrastructure, welfare, 
benefits and facilities in 
order to enhance 
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Types of 
processing 

 

Purposes of Processing 

 

Lawful Bases for 
processing 

Conditions for 
processing Special 
Category Data or 
Criminal Offences Data 

employment relationship or 
for employees' benefit, or 
for benchmarking or 
assessing the 
competitiveness of 
employees' remuneration 
package. 

• Other purposes permitted 
by applicable privacy and 
data protection legislation 
including Legitimate 
Interests pursued by the 
Company where this is not 
overridden by the interests 
or fundamental rights and 
freedoms of staff. 
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