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1 NORTHERN TRUST'S COMMITMENT TO DATA PRIVACY  

1.1 About Northern Trust  

Northern Trust Corporation (the Corporation) is a financial holding company that is a leading 
provider of asset servicing, fund administration, asset management, fiduciary and banking solutions 
for corporations, institutions, families and individuals worldwide. The Corporation conducts 
business through various U.S. and non-U.S. subsidiaries, including The Northern Trust Company. 

The Northern Trust Company is an Illinois banking corporation headquartered in Chicago and the 
Corporation’s principal operating business. Founded in 1889, the Northern Trust Company 
conducts its business through its U.S. operations and its various U.S. and non-U.S. branches and 
subsidiaries. 

 “Northern Trust / Northern Trust Group” means Northern Trust Corporation and its subsidiaries 
as defined in section 2 below. 

1.2 Northern Trust's commitment to data privacy 

Northern Trust respects the right to privacy, including the rights of individuals to control the 
dissemination and use of Personal Data that relates to them or describes them or their personal 
choices. 

Northern Trust is committed to complying with these Binding Corporate Rules (Processor BCRs), 
which have been endorsed by the Northern Trust Compliance Risk Committee, when it is 
Processing Personal Data on behalf of Northern Trust's Clients (as defined). 

In addition to these Processor BCRs, Northern Trust seeks to comply with all Applicable Law 
including, where applicable, the EEA Data Privacy Laws (as defined below). 

1.3 Objective of the Processor BCRs 

Northern Trust's commitments set out in, and its compliance with, these Processor BCRs intend to 
provide assurance regarding such Personal Data Processing activities of the Northern Trust Group, 
in relation to transfers of Personal Data between members of the Northern Trust Group acting as 
Processors for Northern Trust Clients, as are stated to be within the scope of these Processor 
BCRs as set out in section 3.2. 
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2 DEFINITIONS AND ABBREVIATIONS 

Term Definition 

Applicable Law applicable national laws and regulations on data protection and data 
privacy. 

Binding Corporate 
Rules (Processor) or 
Processor BCRs 

the terms set out in this document. 

Binding Intra-Group 
BCR Membership 
Agreement 

the agreement between the members of the Northern Trust Group 
which legally requires compliance with these Processor BCRs. The 
Northern Trust Group members who have entered into the Binding 
Intra-Group BCR Membership Agreement are listed in Schedule 1. 
 

Client an entity which is a Data Controller under EEA Data Privacy Laws  
which is not a member of the Northern Trust Group and for which a 
Northern Trust Group member acts as Data Processor. 

Criminal Offences  
Data 

any Personal Data caught within scope of Article 10 GDPR and 
Applicable Law, including Personal Data relating to criminal 
convictions and offences. Northern Trust is most likely to Process 
Criminal Offences Data as a Data Processor when Processing 
Client Data in respect of anti-money laundering, sanctions 
screening and associated "Know Your Client" processes. 

Data Controller the natural or legal person who alone or jointly with others 
determines the purposes and means of Processing Personal Data. 

Data Privacy data protection as promulgated by EEA Data Privacy Laws. 

Data Processing 
Agreement 

the agreement between a member of the Northern Trust Group 
(acting as a Data Processor under these Processor BCRs) and a 
third party supplier (acting as a sub-processor) imposing the 
obligations set out in section 4.1.8(d). 

Data Processor the natural or legal person which Processes Personal Data on 
behalf of the Data Controller. 

Data Subject an identified or identifiable natural person; an identifiable natural 
person is one who can be identified, directly or indirectly, in 
particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or 
more factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person. 

Data Subject Rights rights that are granted to Data Subjects under EEA Data Privacy 
Laws. 
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EEA Data Privacy Laws  the GDPR and the Privacy and Electronic Communications Law, 
including as implemented or promulgated in EEA member states. 

EEA the European Economic Area which comprises the member 
states of the European Union together with Iceland, Liechtenstein 
and Norway. 

Employee any: (a) current, former and prospective employee; (b) current, 
former and prospective individual contractor; (c) volunteer; (d) 
agent; (e) temporary and/or casual worker or intern; or (f) member 
of Northern Trust's Compliance Risk Committee or other director of 
Northern Trust, in each case, of (or in respect of) any member of 
the Northern Trust Group, and Employees shall be construed 
accordingly. 

GDPR the European Union Regulation on the protection of natural 
persons with regard to the processing of personal data and on 
the free movement of such data (Regulation 2016/679). 

Global Privacy Policy Policy which sets forth a consistent, global approach to 
compliance with all applicable laws, rules, and regulations 
relating to privacy and principles for the responsible use and 
protection of Confidential Information.  

Northern Trust / 
Northern Trust Group 

the group of companies comprising the Northern Trust Corporation, 
a corporation organised and existing under the laws of Delaware, 
United States of America whose principal place of business is at 50 
South La Salle Street, Chicago, Illinois 60603, USA and each of its 
subsidiaries that have agreed to be bound by these Processor 
BCRs as specified in section 3.2 below and as set out in 
Schedule1. 

Northern Trust 
Personal Data 

means Personal Data that a Northern Trust Group member (acting 
as a Data Processor on behalf of a Client) discloses or makes 
accessible to a third party (acting as a subprocessor). 

NTGS SE Northern Trust Global Service SE registered in Luxembourg under 
number B232281 and located at 10 rue du Château d’Eau, L-3364 
Leudelange, Grand-Duché de Luxembourg 

Personal Data any information relating to a Data Subject, including but not limited 
to employee data, business contact data, Client data, and third 
party data (as each of the foregoing set out in section 3.3.1) the 
Processing of which is subject to EEA Data Privacy Laws. 
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Privacy and Electronic 
Communications Law 

the: 
(a) EU Directive on privacy and electronic 

communications (2002/58/EC) (as amended or 
replaced); and 

(b) EU Regulation (when in force) concerning the respect for 
private life and the protection of personal data in 
electronic communications and repealing Directive 
2002/58/EC (the e-Privacy Regulation) 

. 
Risk Guardian an individual identified by Northern Trust as the individual within 

the relevant Northern Trust department or region who is the 
person who supports or facilitates for that department or region in 
respect of highlighting the importance of privacy and information 
security in everyday activities and the Processor BCRs. 

Risk Guardian Network individuals identified to serve in a collaborative partnership between 
Corporate Risk & Compliance and the Business Units, aimed at 
highlighting the importance of privacy and information security in 
everyday activities. 

Processing any operation or set of operations which is performed on Personal 
Data or on sets of Personal Data, whether or not by automated 
means, such as collection, recording, organisation, structuring, 
storage, adaptation or alteration, retrieval, consultation, use, 
disclosure by transmission, dissemination or otherwise making 
available, alignment or combination, restriction, erasure or 
destruction and Process and Processes shall be construed 
accordingly. 

Service Level 
Agreement 

means the agreement between a Northern Trust Group company 
and a Client containing Northern Trust's commitment to its Clients 
to comply with the BCRs (including with Northern Trust's data 
processing obligations pursuant to Article 28 of the GDPR).  

Special Category Data any Personal Data within the definition of Article 9 GDPR or other 
equivalent definitions under Applicable Law, including Personal Data 
about a Data Subject’s racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, data 
concerning health or data concerning a Data Subject's sex life or 
sexual orientation and the Processing of genetic data, biometric data 
for the purposes of uniquely identifying a Data Subject. Northern 
Trust is most likely to Process Special Category Data as a Data 
Processor when Processing Client Data in respect of anti-money 
laundering, sanctions screening and associated "Know Your Client" 
processes. 

Supervisory Authority any national data protection supervisory authority within the EEA. 

Third Country any country that is not a member state of the EEA and does not 
have an adequacy decision in its favour issued by the European 
Commission. 

TIA a review and impact assessment of Northern Trust's data 
transfers, including an assessment of applicable local laws and 
practices of the Third Country to which Personal Data is 
transferred, and, where appropriate, identification of appropriate 
safeguards to be applied to the transfers. 
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3 DATA PRIVACY LAW AND THESE PROCESSOR BCRs 

3.1 Background to these Processor BCRs 

3.1.1 What is data privacy law? 

Data Privacy (or "data protection" as it is also referred to in Europe) is about providing individuals 
with visibility, reassurance and protection as to how their information is used by organisations. In 
Europe, this protection is enshrined in the European Charter of Fundamental Rights and has been 
recognised in the EEA Data Privacy Laws. 

To provide this protection, EEA Data Privacy Laws establish good data handling and data 
management principles. EEA Data Privacy Laws also grant specific rights to individuals (such as 
the right to access, correct, erase, restrict and port their information and the right object to 
Processing in certain circumstances). 

3.1.2 When do EEA Data Privacy Laws apply to Northern Trust (when acting as a Processor or a 
Sub-processor)? 

In providing services to its Clients, Northern Trust may Process Personal Data on behalf of such 
Clients, such as issuing statements and payments to the investors of its Clients and performing 
anti-money laundering checks on its Clients' investors to assist in the fulfilment of their compliance 
obligations.  

These Processor BCRs apply to Personal Data received from a Client and then Processed by the 
members of the Northern Trust Group as Processors and/or Sub-processors.    

Where Northern Trust is acting as a Data Processor, it is only Processing Personal Data on behalf 
of the Northern Trust Client on whose behalf the Personal Data is being held or Processed through 
the relevant Northern Trust service.  

Northern Trust has implemented appropriate technical measures and organisational policies and 
procedures designed to comply with its commitments under these Processor BCRs, as well as 
under its contractual arrangements with its Clients, when acting as a Data Processor. 

3.1.3 Data Privacy law and international transfers of Personal Data 

Under the EEA Data Privacy Laws (in particular, the restrictions set out in the GDPR on the transfer 
of Personal Data outside of the EEA in order to ensure that the level of protection of Data Subjects 
is not undermined) there are certain restrictions placed on the transfer of Personal Data from the 
EEA. Personal Data may only be transferred outside of the EEA, where adequate protection is 
afforded to such data in the location where it is transferred. Only a limited number of countries have 
had their laws recognised by the European Commission as having "adequate" protection. This 
means that the relevant Data Controller needs to take certain legal steps before an international 
transfer is undertaken. 

In undertaking its Processing activities as a Data Processor on behalf of its Clients, Northern Trust 
takes steps to ensure that where it transfers Personal Data to members of the Northern Trust 
Group in locations outside the EEA, such transfers are undertaken in accordance with Northern 
Trust's obligations under the EEA Data Privacy Laws. 

These Processor BCRs create a binding corporate rules (BCR) framework which has been 
approved by the relevant European Supervisory Authorities as providing an adequate level of 
protection for Personal Data transferred to members of the Northern Trust Group outside the EEA 
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and located in a Third Country, in particular in accordance with EEA Data Privacy Laws (in 
particular the mechanism set out in the GDPR for the approval of binding corporate rules). This 
permits members of the Northern Trust Group located in the EEA, and acting as Data Processors 
on behalf of Clients, to make transfers of Personal Data to other members of the Northern Trust 
Group located in a Third Country outside of the EEA that have committed to be bound by the terms 
of these Processor BCRs. 

All members of the Northern Trust Group which Process Personal Data subject to EEA Data 
Privacy Laws as Data Processors on behalf of Clients, are committed to complying with these 
Processor BCRs and have entered into the Binding Intra-Group BCR Membership Agreement. The 
Northern Trust Group members who have entered into the Binding Intra-Group BCR Membership 
Agreement are listed in Schedule 1. 

These BCRs must be followed by all members of the Northern Trust Group and by all Employees. 
Failure to comply with these BCRs will lead to appropriate corrective and potential disciplinary 
action.  

3.2 Scope 

3.2.1 Scope of these Processor BCRs 

These Processor BCRs regulate the Northern Trust Group's activities as a Data Processor. As 
stated in section 3.1.3 above, all members of the Northern Trust Group which Process Personal 
Data subject to EEA Data Privacy Laws as a Data Processor on behalf of a Client have signed the 
Binding Intra-Group BCR Membership Agreement. This contract legally requires each participating 
member of the Northern Trust Group (including their Employees) to comply with the Processor 
BCRs.  

These Processor BCRs must be followed by all members of the Northern Trust Group and by all 
Employees. For Employees specifically, these Processor BCRs are binding by virtue of obligations 
in Northern Trust's employment contracts, which require that all employees comply with privacy-
related policies and key information security policies. For example. Northern Trust's Code of 
Business Conduct and Ethics, Standards of Conduct Policy, Global Privacy Policy and local 
employee handbooks. Employment agreements also contain provisions related to disciplinary 
action, including termination with immediate effect, for breach of such policies. 

Corporate Compliance Function is responsible for the Global Privacy Policy which includes the 
Processor BCRs. The Global Privacy Policyis structured so that information about its operation and 
effectiveness flows upward in ongoing processes through Northern Trust to the relevant 
Committees of the Board of Directors and the Board itself, as appropriate. 

Failure to comply with these Processor BCRs will lead to appropriate corrective and potential 
disciplinary action. 

3.2.2 Data covered by these Processor BCRs where Northern Trust are acting as a Data 
Processor 

As explained in section 3.2.1, Northern Trust Group members (acting as a Data Processor on 
behalf of a Client) are bound and will comply with these Processor BCRs in respect of the 
Processing of any Personal Data on behalf of a Client with whom a Northern Trust Group member 
has entered into the Service Level Agreement irrespective of whether: 

(a) the Northern Trust Group member who undertakes this Processing is located in the EEA or 
not; 
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(b) the Processing of this Personal Data occurs in the EEA or not; or 

(c) this Personal Data is transferred from within the EEA or not. 

The Processing that the relevant Northern Trust Group member carries out in section 3.2.2 above 
may be in the form of manual or automated Processing. 

Northern Trust Group members will, in particular, comply with these Processor BCRs in respect of: 

(a) any transfer of Personal Data that is subject to the EEA Data Privacy Laws by a member of 
the Northern Trust Group, acting as a Processor, to a member of the Northern Trust Group 
located in a Third Country outside the EEA and any subsequent Processing of such 
Personal Data following such transfer; and 

(b) any onward transfers of the Personal Data referred to in (a) above to other members of the 
Northern Trust Group located in a Third Country and the subsequent Processing of such 
Personal Data following such transfer. 

The BCR approval only covers transfers of Personal Data to Third Countries to the extent that they 
have not been recognised as providing an adequate level of protection pursuant to Article 45 of the 
GDPR. 

 For the avoidance of doubt, the provisions of section 4.1.8 shall apply where members of the 
Northern Trust Group transfer Personal Data to a third party Data Processor and who is not a 
member of Northern Trust Group.   

3.2.3 Responsible Northern Trust Group member 

Northern Trust Global Service SE (“NTGS SE”) registered in Luxembourg under number B232281 
and located at 10 rue du Château d’Eau, L-3364 Leudelange, Grand-Duché de Luxembourg is the 
member of the Northern Trust Group with delegated Data Privacy responsibilities and will be 
responsible for compliance with these Processor BCRs, including taking steps to remedy any 
breach of these Processor BCRs by members of the Northern Trust Group located outside the EEA 
and in a Third Country, in each case as further detailed in section 7.2. 

3.3 Northern Trusts' data Processing activities  

3.3.1 Description of Personal Data transferred 

In undertaking its business activities Northern Trust processes a number of categories of Personal 
Data on behalf of Clients. Northern Trust's principal business activities involve the Processing of 
Client Data. 

The type of information that falls within each of these categories are as follows: 

(a) in respect of Client data about individual clients and investors, the name, address (postal 
and/or email address), telephone number, bank account details, date of birth, place of birth, 
nationality, source of wealth, proof of identity details (passport, driving licence or national 
identity), occupation, country of residence/tax residence, invested amount and holdings of 
that investor; 

(b) in respect of Client data about institutional investors and their underlying investors, 
shareholders, settlors, beneficiaries, directors, officers or beneficial owners' institutional 
clients, the name and address (including postal and/or e-mail address), date of birth, 
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nationality, country of residence/tax residence and percentage ownership of underlying 
investors, shareholders, settlors, beneficiaries, directors, officers or beneficial owners; 

(c) in the case of Client data about all clients and investors, any personal data which is 
required in order to comply with regulatory requirements, including information which is 
necessary for tax requirements (including tax number and documentation) and for 
compliance with local or foreign laws;  

3.3.2 Description of data flows and purposes of data transfers 

Northern Trust transfers the Personal Data identified above internationally to support its operations 
as a global financial services business, servicing clients around the world. The transfers are 
undertaken to (i) facilitate the day-to-day operations of Northern Trust and (ii) support the 
centralised approach Northern Trust has in place in respect of its IT infrastructure which underpins 
Northern Trust's services and business processes. 

These international transfers will involve the sharing of Personal Data among any or all Northern 
Trust Group members, which includes locations in the EEA, the United Kingdom, North America, 
the Middle East and the Asia-Pacific region, as well as, in certain instances, the transfer of 
Personal Data to third party vendors. 

The purposes of these transfers are for Northern Trust's day-to-day business activities including: 

Where Northern Trust acts as a Data Processor 

(a) managing and administrating client and investor holdings and any related account on an 
on-going basis; 

(b) Processing certain information on behalf of Clients about their underlying investors in order 
to carry out anti-money laundering checks and related actions to assist the Client in 
meeting its legal obligations, or the Processing in the public interest or in respect of the 
Client's legitimate interests in relation to, the prevention of fraud, money laundering, 
terrorist financing, bribery, corruption, tax evasion and to prevent the provision of financial 
and other services to persons who may be subject to economic or trade sanctions, on an 
on-going basis, in accordance with Northern Trust's anti-money laundering procedures; 

(c) to report tax related information to tax authorities on behalf of Clients to enable their 
compliance with a legal obligation; 

(d) to monitor and record calls and electronic communications for processing and verification 
of instructions investigation and fraud prevention purposes, for crime detection, prevention, 
investigation and prosecution, and assist Clients in enforcing or defending their rights, 
pursuing their legitimate interests, complying with legal obligations or Processing in the 
public interest; 

(e) for the purposes of the services provided via the Matrix Portal, in connection with 
information about an investment in a fund, or which Northern Trust have received from a 
fund or manager as a result of services which Northern Trust provide to that fund or 
manager;  

(f) for the purposes of providing services to other funds or managers in which Clients have 
invested or in respect of which an investor has appointed a person to access the Matrix 
Portal.; 
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(g) to monitor and record calls for quality, business analysis, training and related purposes in 
order to pursue the legitimate interests of Clients to improve service delivery; and 

(h) to circulate marketing materials and other similar communications to individuals on behalf 
of Clients. 

3.4 Availability of these Processor BCRs 

Northern Trust has committed to making this short version of these Processor BCRs, containing the 
parts on which information to Data Subjects is mandatory, available to relevant Data Subjects. The 
full form  Processor BCRs can be requested from the Chief Privacy Officer & EMEA DPO. In 
addition, Data Subjects can raise any questions regarding these Processor BCRs, including in 
respect of the exercise by Data Subjects of the rights granted to them under these BCRs, by 
contacting the Chief Privacy Officer & EMEA DPO who is based in London, UK and whose contact 
details can be found in section 8.4.1.  

At a minimum, the short-form version of these Processor BCRs will contain the following elements: 

(a) the duty to respect these Processor BCRs (sections 3.1.3, 3.2.1, 4.1); 

(b) the creation of third-party beneficiary rights for Data Subjects, including the possibility to 
lodge a complaint before the competent Supervisory Authority and before the courts 
(section 7.1.2); 

(c) responsibility towards the Data Controller (sections 3.1.3 , 3.2.1, 7.1.3 and 7.2); 

(d) that Northern Trust has sufficient assets (section 8.1.1); 

(e) that the burden of proof lies with Northern Trust not the Data Subject (section 7.2.1); 

(f) the existence of a complaint handling process for these Processor BCRs (section 7.1.1); 

(g) a duty to cooperate with the Supervisory Authorities (section 6); 

(h) a duty to cooperate with the Data Controller (sections 4, 6 and 7); 

(i) a description of the transfers and material scope covered by these Processor BCRs 
(section 3 and 8.1.2); 

(j) a statement of the geographical scope of these Processor BCRs (section 3); 

(k) a description of the privacy principles including the rules on transfers or onward transfers 
out the EEA (section 4 and 8.1.2); 

(l) the list of entities bound by these Processor BCRs (Schedule 1 – Applicability of Processor 
BCRs to Northern Trust Entities); and 

(m) the need to be transparent where national legislation prevents the Northern Trust Group 
from complying with these BCRs (section 5.4). 

For Northern Trust Employees, the Full Form Processor BCRs are also accessible via the Northern 
Trust intranet at URL: NORTHERN TRUST EU FULL FORM BCR-P.  

https://url.uk.m.mimecastprotect.com/s/k0y2Cl5YEFV5BJLfGfrSznmG1?domain=ntrs.sharepoint.com
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Northern Trust is committed to protecting the rights of individuals. Therefore, Data Subjects of 
Personal Data within the scope of these Processor BCRs – including clients, investors and 
Employees - should see section 7 for the rights afforded to them by these Processor BCRs. 

4 PRINCIPLES 

4.1 Principles of Northern Trust Processing 

Where Processing Personal Data within the scope of these Processor BCRs as set out in section 
3.2, Northern Trust will comply with the following principles. 

4.1.1 Transparency, lawfulness and fairness 

Northern Trust respects transparency in how it Processes Personal Data 

Northern Trust shall, upon the request of a Client, assist in the provision of such information as is 
reasonably necessary regarding Northern Trust's Processing of Personal Data (and the Processing 
undertaken by any of Northern Trust's sub-processors) to enable the Client to comply with their 
obligations under EEA Data Privacy Laws as a Data Controller. 

These Processor BCRs will be incorporated into the Service Level Agreement.  

4.1.2 Purpose limitation 

Northern Trust Clients define the purposes of Processing. Northern Trust shall Process 
Personal Data only on the documented instructions of Clients, including with regard to 
transfers of Personal Data to a Third Country.  

Northern Trust will Process Personal Data in compliance with the documented instructions of its 
Clients as set out or referenced in the Service Level Agreement with them save as required by EU 
or Member State law to which Northern Trust is subject. In such case, Northern Trust shall inform 
the Client of the requirement before Processing unless that law prohibits this on important grounds 
of public interest. The agreements with Clients shall include requirements to comply with the 
instructions of the relevant Data Controllers in respect of the Processing being performed and will 
address confidentiality and security of Processing. In addition, when its provision of services to its 
Clients ceases, Northern Trust will delete or return the Personal Data as agreed with the Client in 
the Service Level Agreement, comply with Northern Trust's standards for the secure deletion of 
Personal Data Processed on behalf of that Client including certifying with the Client that deletion of 
the data is in accordance with the Service Level Agreement, unless EU or Member State law 
requires storage of the Personal Data in which case Northern Trust will inform the Client of that law 
and warrant that it will guarantee the confidentiality of the Personal Data and will not actively 
Process the data anymore.  

. 

4.1.3 Data quality 

Northern Trust takes measures to safeguard the data quality and appropriateness of any 
Processing: Northern Trust employs practices to help and assist the Data Controller with keeping 
the Personal Data it Processes up-to-date, accurate (data accuracy) and subject to data 
minimisation in relation to the purposes for which it is Processed (including where transferred to 
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other members of the Northern Trust Group) (data minimisation) and is only retained as long as 
necessary (storage limitation). 

Northern Trust will reasonably co-operate and communicate with its  Clients, in accordance with the 
Service Level Agreements, to assist the Client's compliance with their own requirements under 
EEA Data Privacy Laws by: (i) only maintaining Personal Data in an identifiable form for such 
periods as are prescribed in Northern Trust's Global Records and Information Management Policy 
and relevant Records Retention Schedule; and (ii) informing the Client of any requests it receives 
to correct inaccuracies in, or delete, Personal Data Processed on behalf of that Client including by 
investors, and (iii) providing co-operation to enable the relevant Client to correct the relevant 
inaccuracies or make the relevant deletions. 

4.1.4 Data Subject Rights 

Northern Trust respects the rights of Data Subjects: 

Where Northern Trust is acting as a Data Processor, Northern Trust is Processing Personal 

Data on behalf of its Clients who will be the Data Controller and ultimately responsible for 
complying with Data Subject Rights requests. 

This may include Personal Data that is contained in information, documents and materials that are 
provided to Northern Trust in order to provide services to its Clients whether provided from the 
Clients or from the Clients' investors. 

Northern Trust will pass each Data Subject Rights request that it receives to the relevant Client and 
will not respond to the request itself. Northern Trust, to the extent instructed by a Client and in 
accordance with the Service Level Agreements, will: (i) implement appropriate technical and 
organisational measures (insofar as this is possible) for the fulfilment of the Client's obligations to 
respond to the Data Subject's rights request; and (ii) assist its Clients in complying with such 
requests in accordance with EEA Data Privacy Laws by providing relevant information and support. 

Information about third party beneficiary rights is available on the Northern Trust Group website 
and Data Subject can learn how they may exercise these rights in section 7.1.2 of this Processor 
BCR.  

4.1.5 Direct marketing 

Northern Trust will only market to Data Subjects in accordance with EEA Data Privacy Laws: 

Where Northern Trust uses Personal Data for the purposes of direct marketing on behalf of its 
Clients, it is the Client's obligation to collect the relevant Data Subject's consent for such marketing 
and ensure this is otherwise permitted in accordance with EEA Data Privacy Laws. Data Subjects 
can opt out of marketing by contacting the relevant Client. 

Northern Trust does not undertake any direct marketing activities where it Processes Personal 
Data as a Data Processor; however, Northern Trust may, on behalf of its Clients, send marketing 
communications to its Clients' investors. 

4.1.6 Data security 

Northern Trust implements appropriate technical and physical security measures to ensure 
a level of security appropriate to the risk of Personal Data it Processes: 
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Data security and data confidentiality are of the utmost importance to Northern Trust. Northern 
Trust's services involve the Processing of Personal Data and it is important that all Personal Data 
being Processed is treated and handled securely. Northern Trust achieves this by implementing 
appropriate technical, organisational, administrative and physical security measures, in accordance 
with EEA Data Privacy Laws, to protect against accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, Personal Data transmitted, stored or otherwise Processed 
by Northern Trust and these shall meet the requirements of the Applicable Law of the Client and 
any requirements of the Service Level Agreement. Northern Trust shall assist the relevant Clients 
in ensuring compliance with Article 32 GDPR taking into account nature of processing and 
information available to it. 

Northern Trust has developed and implements a robust suite of data and information security 
policies, standards and procedures to support the security capabilities of its products and solutions, 
and that of the data it Processes. These policies, standards and procedures and the security 
measures implemented by Northern Trust are regularly reviewed to take into account emerging 
threats, as well as emerging technological safeguards and precautions. 

Northern Trust's security measures include appropriate physical security controls at its locations; 
standards-based data encryption across its systems and applications; and the application of data 
minimisation principles. In addition, Northern Trust operates a robust data recovery and business 
continuity strategy. 

In addition, in the event of any personal data breach Northern Trust will invoke its regularly-tested 
Privacy Incident Response Standard; and, where Northern Trust is Processing any Personal Data 
affected by such breach as a Data Processor on behalf of a Client, communicate (without undue 
delay after becoming aware of such breach) and co-operate with the relevant Client in accordance 
with its obligations under the EEA Data Privacy Laws and the Service Level Agreement with that 
Client. In addition, members of the Northern Trust group that Process Personal Data as Sub-
processors will also inform the member of the Northern Trust Group that acts as the Processor 
without undue delay after becoming aware of any personal data breach.  

4.1.7 [NOT USED]  

4.1.8 Disclosure of Personal Data and international transfers to third party Data Processors  

Northern Trust adopts appropriate measures with third party Data Processors: 

Northern Trust is a global financial services company. As part of its day-to-day operations, in 
servicing its own business requirements and operation of its service offerings, Northern Trust 
engages carefully selected external third parties. In engaging any new third party relating to the 
procurement of new technology or capability, Northern Trust's policy is to undertake a risk 
assessment process which includes a data protection impact assessment. Northern Trust also 
ensures due diligence of a potential new third party supplier's data protection compliance as a key 
element of its procurement process. Further due diligence is also carried out as part of the regular 
risk assessments and reviews that Northern Trust performs on existing third party suppliers. 

Where Northern Trusts' engagement with such third party will involve the disclosure of Personal Data 
to such third party, Northern Trust will not make such disclosure unless: 

(a) such disclosure is permitted by EEA Data Privacy Laws; 

(b) such third party has provided Northern Trust with sufficient guarantees to implement 
appropriate technical and organisational measures to protect such Personal Data; 
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(c) Northern Trust has in place with such third party a Data Processing Agreement; and 

(d)  the Data Processing Agreement shall impose the following obligations on third parties (as 
required by GDPR): 

(i) only Process the Northern Trust Personal Data in compliance with EEA Data 
Privacy Laws; 

(ii) only Process the Northern Trust Personal Data on the documented instructions of 
the Data Controller including with regard to transfers of the Northern Trust 
Personal Data to a Third Country or an international organisation, unless required 
to do so by Union or Member State law to which the third party is subject; in such a 
case, the third party shall inform Northern Trust or the Data Controller of that legal 
requirement before Processing, unless that law prohibits such information on 
important grounds of public interest; 

(iii) ensure that persons authorised to Process the Northern Trust Personal Data have 
committed themselves to confidentiality or are under an appropriate statutory 
obligation of confidentiality; 

(iv) maintain all appropriate technical and organisational measures to ensure security 
of the Northern Trust Personal Data; 

(v) assist Northern Trust by appropriate technical and organisational measures for the 
fulfilment of Northern Trust's or any affiliate's obligation to respond to requests for 
exercising of Data Subject rights; 

(vi) not transfer and / or disclose any Northern Trust Personal Data to any other party 
or sub-contractor without the prior written consent of Northern Trust; 

(vii) not transfer any Personal Data to a Third Country outside the EEA without the 
express prior written consent of Northern Trust; 

(viii) make available to Northern Trust or the Data Controller all information necessary to 
demonstrate compliance with the obligations laid down in this section 4.1.8 and 
permit Northern Trust or an auditor appointed by Northern Trust to conduct Data 
Privacy and security audits, assessments and inspections concerning the third 
party's data security and privacy procedures and shall immediately inform the Data 
Controller, if, in its opinion, an instruction of the Data Controller infringes the GDPR 
or other Union or EU Member State data protection law; 

(ix) comply with its own obligations under EEA Data Privacy Laws; 

(x) on termination or expiry of the relevant agreement, delete or return all Northern 
Trust Personal Data to the Data Controller or a nominated third party, as agreed by 
the Data Controller, as applicable (in a mutually agreed format and method) unless 
applicable EU or Member State law requires storage of the Northern Trust 
Personal Data; 

(xi) notify the Data Controller promptly and without undue delay, if the Data Processor 
becomes aware of a personal data breach affecting Northern Trust Personal Data 
and provide assistance with responding to and mitigating it; 

(xii) take all measures required pursuant to Article 32 GDPR and assist the Client/s in 
ensuring compliance with its obligations under Articles 32 to 36 of the Regulation, 



 
 
 

 Page 15 
 

NTAC:3NS-20 NTAC:3NS-20 

taking into account the nature of the processing and the information available to 
the Administrator;  

(xiii) inform Northern Trust immediately of any enquiry, complaint, notice or other 
communication it receives from any Supervisory Authority or any individual; and 

(xiv) provide Northern Trust with such assistance and co-operation as Northern Trust 
may reasonably request to enable Northern Trust to comply with any of its 
obligations under EEA Data Privacy Laws. 

Northern Trust will ensure that disclosure of Northern Trust Personal Data to third party Data 
Processors is anticipated and brought to the attention of the Northern Trust Client and is in 
accordance with the consent to sub-Processing granted in the Service Level Agreement in place 
with that Client. 

Where the Service Level Agreement with a Client provides Northern Trust with a general 
authorisation for appointing sub-processors, Northern Trust shall notify the Client of any intended 
changes to sub-processors in a timely manner and the Client has a right to object to such changes 
or terminate the agreement prior to the transfer of the Personal Data to the new sub-processor, in 
accordance with the terms of the Service Level Agreement and Northern Trust shall remain fully 
liable to the Client for performance of such sub-processor's data protection obligations. 

Northern Trust shall ensure that any third party to whom Northern Trust Personal Data will be 
disclosed and who Northern Trust engages agree to the provisions outlined above in respect of 
such Processing and / or implements an appropriate legal mechanism to ensure adequate 
protections are in place in respect of Personal Data which is being transferred outside of the EEA 
to a Third Country. Northern Trust shall also ensure that any such third party it engages is obliged 
to comply with obligations as set out in these Processor BCRs in respect of the rights of third party 
beneficiaries granted to Data Subjects; co-operation with Supervisory Authorities and the Data 
Controller; audit rights for Northern Trust and its Clients and compliance with the principles set out 
in this section 4 and / or are obliged to comply with the EU Standard Contractual Clauses (as 
appropriate). 

4.1.9 Privacy by design and by default 

Northern Trust shall employ practices that enable privacy and data protection issues to be factored 
into to all new and amended data Processing activities: Privacy and data protection issues are 
considered at the outset of all new procurements, developments and changes and it will assist its 
Client with its relevant obligations under EEA Data Privacy Laws, including assistance with 
conducting Data Protection Impact Assessments, in accordance with Northern Trust's contractual 
arrangements with its Clients. 

4.1.10 Records of Processing 

Northern Trust shall maintain accurate records of its Processing activities. 

In line with the Northern Trust Records of Processing Standard, when Northern Trust is acting as a 
Data Processor, each member of the Northern Trust Group shall maintain a written record of its 
Personal Data Processing activities carried out on behalf of its Clients containing the following 
information: 

(a) the name and contact details of each Data Processor, relevant Data Controller, and, where 
applicable, the appointed Data Protection Officer; 
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(b) the categories of Processing carried out on behalf of each Data Controller; 

(c) where applicable, transfers of Personal Data to a third country or an international 
organisation, including the identification of that third country or international organisation 
and the documentation of suitable safeguards in place; and 

(d) a general description of the technical and organisational security measures in place to 
protect the Personal Data. 

Northern Trust shall make the Records of Processing Activities available to the competent 
Supervisory Authorities upon request. 

5 HOW NORTHERN TRUST COMPLIES WITH AND ENFORCES THESE PROCESSOR 
BCRs 

5.1 [NOT USED] 

5.2 [NOT USED] 

5.3 [NOT USED]  

5.4 National legislation and these Processor BCRs 

5.4.1 Level of protection 

Northern Trust commits to Processing Personal Data as a Data Processor in accordance with all 
EEA Data Privacy Laws, and these Processor BCRs shall be interpreted in accordance with the 
EEA Data Privacy Laws. 

Where any Applicable Law that governs the Processing of Personal Data that falls within the 
scope of these Processor BCRs provides for a lower standard of protection than set out in these 
Processor BCRs, the relevant Northern Trust Group members shall, in consultation with the Chief 
Privacy Officer, adopt the higher level of protection set out in these Processor BCRs. Where any 
Applicable Law that governs the Processing of Personal Data that falls within the scope of these 
Processor BCRs provides for a higher standard of protection than set out in these Processor 
BCRs, the relevant Northern Trust Group members shall adhere to the higher level of protection. 

To the extent that compliance with these Processor BCRs is prevented by any Applicable Law or 
other law or regulation applicable to a member of the Northern Trust Group in a relevant 
jurisdiction, the relevant member of the Northern Trust Group shall not be obliged to comply with 
these Processor BCRs pending resolution of the issue in accordance with and subject to section 
5.4.2. 

5.4.2 Interplay with applicable law 

Where any member of the Northern Trust Group reasonably believes that compliance with 
applicable law will prevent their compliance with the instructions of a Client or these Processor 
BCRs or the Service Level Agreement in respect of that member's activities as a Data Processor 
on behalf of the Client, the relevant member shall promptly notify the Chief Privacy Officer & EMEA 
DPO. The Chief Privacy Officer & EMEA DPO shall notify that Client (which is entitled to suspend 
the transfer of Personal Data or terminate the Service Level Agreement between them) and NTGS 
SE, and, consult with the Supervisory Authority competent for such Client and the competent 
Supervisory Authority for the Northern Trust Group member established in the EEA (acting as Data 
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Processor for a Client), in each case, where permitted to do so (including where permitted by any 
relevant law enforcement authority).  

In addition, where a member of the Northern Trust Group receives a legally binding request from a 
law enforcement agency for disclosure of Personal Data that member Processes as a Data 
Processor, unless prohibited from doing so for any reason, that member shall follow Northern 
Trust's relevant internal policies and procedures. In doing so, it shall, after having collected all 
necessary background information and verifying the request, notify the Chief Privacy Officer & 
EMEA DPO and Northern Trust's legal function. The legal function, in conjunction with the Chief 
Privacy Officer & EMEA DPO shall, on a case-by-case basis, consider such requests in light of 
Applicable Laws and relevant guidance and, where permitted to do so in the relevant 
circumstances, seek to: 

(a) notify the relevant Client on whose behalf such Personal Data is Processed; and 

(b) delay responding to such request in order to consult with the competent Supervisory 
Authority of the Client and the competent Supervisory Authority of the Northern Trust 
Group member established in the EEA (acting as Data Processor for a Client) (including by 
providing information about the data requested the requesting body and the legal basis for 
disclosure). 

However, it is recognised this may not be possible in every circumstance. The relevant member of 
the Northern Trust Group shall use its best efforts to seek to remove any prohibition on it complying 
with the commitments set out above. Where, having used its best efforts, Northern Trust is not in a 
position to notify the relevant Supervisory Authority, Northern Trust will provide general information 
on such requests received to the relevant Supervisory Authority (which shall include information 
regarding the number of disclosure applications, the types of data requests and, where possible, 
the identity of the party requesting the data) on an annual basis. 

Government requests for access to data are handled in accordance with documented policies and 
standards, including a specific Standard that focuses on privacy concerns associated with such 
requests.  

In all cases, transfers of Personal Data from Northern Trust to any public authority shall not be 
massive, disproportionate and indiscriminate in a manner that would go beyond what is necessary 
in a democratic society. Furthermore, Northern Trust does not supply Client data on a voluntary 
basis. Where Northern Trust is acting as a Processor and it has reasons to believe that the existing 
or future legislation applicable to it may prevent it from fulfilling the instructions received from the 
relevant Client, or its obligations under the Processor BCRs or Service Level Agreements, it will 
promptly notify this to: (i) the relevant Client which is entitled to suspend the transfer of data and / 
or terminate the contract; (ii) to the Chief Privacy Officer & EMEA DPO; and (iii) to the relevant 
Supervisory Authority. Northern Trust will monitor such compliance, including assessing the 
effectiveness of any supplementary measures, on an ongoing basis. 

5.4.3 Northern Trust's approach to data transfers 

In addition to adopting the organisational safeguards set out at section 5.4.2 above and as part of 
its compliance with Applicable Laws, Northern Trust has also carried out a TIA of data transfers to 
ensure that international transfers of Personal Data which take place within the Northern Trust 
operating environment are consistent with the principles set out in Section 4 of these BCRs. 

In accordance with Applicable Laws, Northern Trust has a range of internal controls at a technical, 
contractual and organisational level that apply across the global group to all transfers and 
subsequent processing of European personal data. The types of controls that Northern Trust will 
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apply will depend on the nature of the transfer, including who the importer / exporter are, where 
they are located, the categories of data transferred etc.  

With respect to third party vendors, Northern Trust has a third party vendor due diligence 
programme that specifically assesses information and privacy risk, and substantiates that all 
vendors have appropriate controls in place to comply with data protection laws and to secure 
personal data to an equivalent standard to that in place within Northern Trust. As outlined above, 
the vendor programme also incorporates a TIA process to assess data transfer risks. 

If Northern Trust has reason to believe that existing or future legislation applicable to it may prevent 
it from fulfilling its obligations under these Processor BCRs, it shall work promptly to identify and 
implement appropriate measures to safeguard the personal data being transferred. If Northern 
Trust cannot identify any appropriate measures, or if instructed to do so by Client or a competent 
Supervisory Authority, it may suspend the transfer of data in question. Northern Trust will monitor 
such compliance, including assessing the effectiveness of any supplementary measures, on an 
ongoing basis. 

6 NORTHERN TRUST'S CO-OPERATION WITH THE SUPERVISORY AUTHORITIES 

6.1 Co-operation 

All members of the Northern Trust Group shall provide co-operation and assistance to any 
competent Supervisory Authority of a Client (and to each other member of the Northern Trust 
Group) in respect of Northern Trust's compliance with these Processor BCRs. 

In addition, results of the Data Privacy audits will be shared with Supervisory Authorities where 
requested. 

6.2 Advice of Supervisory Authorities 

All members of the Northern Trust Group will take account of the advice of any competent 
Supervisory Authority of a Client on any issues related to these Processor BCRs. Northern Trust 
shall assist the Client in conducting a Data Protection Impact Assessment and any consultation 
with the competent Supervisory Authority. 

6.3 Audit by Supervisory Authorities  

Without prejudice to Article 58 GDPR, and in addition to the audit programme, each member of the 
Northern Trust Group commits to permitting any competent Supervisory Authority to audit its 
compliance with these Processor BCRs, provided that such audit is limited solely to ascertaining 
compliance with these Processor BCRs and is otherwise undertaken in accordance with EEA Data 
Privacy Laws governing that Supervisory Authority's powers of investigation. 

Each member of the Northern Trust Group that acts as a Data Processor on behalf of a Client of 
Northern Trust shall extend this commitment to the Supervisory Authority competent for that Client 
in respect of that member's compliance with these Processor BCRs in its activities as a Data 
Processor. 

7 DATA SUBJECTS' RIGHT TO COMPLAIN AND NORTHERN TRUST'S LIABILITY 
UNDER THESE PROCESSOR BCRs 

7.1 Data Subjects' right to complain and Data Controller rights 

7.1.1 Complaints 
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Where Northern Trust is acting as a Data Processor it is only Processing Personal Data on behalf 
of the Northern Trust Client on whose behalf the information is being held or Processed through the 
relevant Northern Trust service. It is the responsibility of that entity as Data Controller to respond to 
any complaint in respect of the Processing of such Personal Data. 

However, Northern Trust will act as a contact point and will promptly pass any complaint it receives 
in respect of which Northern Trust is acting as a Data Processor to the relevant Client. Northern 
Trust will assist the Client with such complaint in accordance with the terms of its Service Level 
Agreement with the Client. However, in the circumstances where the relevant Client has factually 
disappeared, ceased to exist or become insolvent (and no successor entity has assumed its 
obligations), Northern Trust shall handle such complaint as set out in the paragraphs below. 

Where a Data Subject wishes to raise a complaint that a member of the Northern Trust Group is in 
breach of these Processor BCRs, they can do so by (i) raising a complaint directly with a 
Supervisory Authority or a court of competent jurisdiction at any time; (ii) contacting the Chief 
Privacy Officer & EMEA DPO by email (please see paragraph 8.3 below) or (iii) visiting the relevant 
section of the Northern Trust website accessible at https://www.northerntrust.com/united-
states/privacy/emea-privacy-notice. Data Subjects that are Employees can also refer to the Data 
Privacy Global Complaints Standard for details (a copy of which can be found on the Northern 
Trust Internal Policy Repository (“OneBook”). The Chief Privacy Officer & EMEA DPO and / or the 
Regional Privacy Officers & Local Compliance Officers shall handle any such complaints that are 
made directly to Northern Trust in accordance with the internal complaints handling procedure and 
will respond to acknowledge receipt of the complaint within five (5) calendar days of receipt; make 
a decision within one month of receipt of such complaint and, in the event that the decision is 
disputed, respond as soon as possible, and in any event, within one month of receipt of the dispute. 
In the event that Northern Trust is unable to respond to the complaint within the above timeframes 
due to complexity or number of requests, the Data Subject will be notified of the delay within one 
month of receipt of the complaint, including the reason for the delay and the updated timeframe, 
being a maximum of two further months, within which Northern Trust will respond. 

The process for handling complaints that are made directly to Northern Trust can be summarised 
as follows: 

(a) Once a complaint alleging non-compliance with the Processor BCRs has been lodged 
through the complaint handling process, the complaint will be addressed by the EMEA 
Head of Privacy. 

(b) The Chief Privacy Officer & EMEA DPO will review the complaint and determine to either 
handle the complaint directly or together with a relevant Regional Privacy Officer and/or 
Local Compliance Officer.  

(c) The internal complaints system does not prevent a Data Subject from raising a complaint 
directly with a Supervisory Authority or a court of competent jurisdiction at any time. 

(d) The individuals managing the complaint will liaise with colleagues from other departments 
(which could include the Legal, Audit, IT Security, or HR teams) within Northern Trust to 
investigate the issues raised in the complaint. 

(e) The individuals managing the complaint will take steps to resolve it, including consulting 
with the Data Subject and taking any action that is reasonably requested by the Data 
Subject to resolve the complaint. 

https://www.northerntrust.com/united-states/privacy/emea-privacy-notice
https://www.northerntrust.com/united-states/privacy/emea-privacy-notice
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(f) If the Data Subject is not satisfied with the response, complaints can be addressed to the 
relevant Supervisory Authority or court of competent jurisdiction if the Data Subject so 
chooses. 

(g) Please note that the internal complaints system does not prevent a Data Subject from raising a 
complaint directly with a Supervisory Authority or a court of competent jurisdiction. 

7.1.2 Third-party beneficiary rights 

Where Northern Trust is Processing Personal Data as a Data Processor on behalf of a Client with 
whom a Northern Trust Group company has entered into the Service Level Agreement, any Data 
Subject of such Personal Data alleging such Processing has not been undertaken in compliance 
with these Processor BCRs should direct such complaint to the Northern Trust Client who is the 
Data Controller of that Data Subject's information. Additional information about what the third-party 
beneficiary rights are and how to exercise them shall be published on the Northern Trust website. 
Data Subjects are entitled to enforce the relevant requirements set out in sections: 1 (Northern 
Trust commitment to data privacy), 2 (Definitions and abbreviations), 3 (Data privacy laws and 
these processor BCRs), 4 (Principles), 5.4 (National legislation and these Processor BCRs), 6.1 
(Northern Trust cooperation with Supervisory Authorities), 6.2 (Advice of Supervisory Authorities), 
6.3 (Audit by Supervisory Authorities), 7 (Data Subject Rights and Northern Trust's liability under 
these Processor BCRs), 8.1.2 (No transfers) and 8.1.3 (New members) of these Processor BCRs 
against Northern Trust, acting as a Processor, as third party beneficiaries only in the 
circumstances: 

(a) where such Client has factually disappeared, ceased to exist or become insolvent (and no 
successor entity has assumed its obligations); and / or 

(b) where Northern Trust acting as a Data Processor has failed to comply with the obligations 
set out in those sections to the extent they are specifically directed to Data Processors in 
accordance with GDPR or other EEA Data Privacy Laws. 

Data Subjects can exercise this right directly against Northern Trust (in the circumstances detailed 
above). Data Subjects may also raise a complaint with: (i) the Supervisory Authority located in the 
EU Member State of the Data Subject's habitual residence, place of work, or place of alleged 
infringement; and (ii) the courts of the EU Member State where the Northern Trust Group has an 
establishment or the courts of the EU Member State where the Data Subject has his or her habitual 
residence.  

Notwithstanding the above, where Northern Trust is Processing Personal Data as a Data Processor 
on behalf of a Client or where Northern Trust and such Client are involved in the same Processing 
and are found responsible for any damage caused by such Processing, the relevant Data Subject 
shall be entitled to receive compensation for the entire damage directly from Northern Trust as 
Data Processor, recognising that Northern Trust shall be entitled to claim back, from such Client, 
that part of the compensation corresponding to such Client's responsibility for such damage in 
accordance with GDPR. Northern Trust's liability in respect of the exercise of any such right shall 
be subject to section 7.2. 

Data Subjects also have the following rights that can be requested directly of Northern Trust when 
acting as a Data Processor: 

(c) To request a copy of the Processor BCRs. See section 3.4 for further information. 

(d) To complain to Northern Trust, the relevant Supervisory Authority or court of competent 
jurisdiction. See section 7.1.1 for further information. Northern Trust's internal complaints 
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system does not prevent a Data Subject from raising a compliant directly with a Supervisory 
Authority or a court of competent jurisdiction. 

(e) To enforce the obligation of members of the Northern Trust Group which are subject to the 
Processor BCRs, to co-operate with, to accept to be audited by the Supervisory Authorities 
and to comply with the advice of the Supervisory Authorities on any issue related to the 
Northern Trust Processor BCRs. 

(f) To be informed if applicable national legislation prevents compliance with the Processor 
BCRs. 

Each right listed above may be exercised by a Data Subject by contacting: 
Privacy_Compliance@ntrs.com.   

7.1.3 Rights for Data Controllers 

Northern Trust commits to its Clients on whose behalf it Processes Personal Data, that it shall 
comply with these Processor BCRs as set out in the Service Level Agreement with the relevant 
Client. 

Such Clients shall be entitled to enforce these Processor BCRs against, and shall be entitled to 
remedies for breach of (i) these Processor BCRs by any member of the Northern Trust Group for 
breaches caused by the relevant member; and (ii) these Processor BCRs by NTGS SE for a 
breach caused by any member of the Northern Trust Group established outside the EEA or a 
breach of the Data Processing Agreement by any third party Data Processor engaged by Northern 
Trust which is established outside the EEA,  in each case, in accordance with the terms of the 
Service Level Agreement in place between Northern Trust and the relevant Client. 

7.2 Liability 

7.2.1 Northern Trust's liability 

Northern Trust Global Service SE located at 10 rue du Château d’Eau, L-3364 Leudelange, Grand-
Duché de Luxembourg (“NTGS SE”) is the member of the Northern Trust Group nominated with 
responsibility for compliance with these Processor BCRs. 

NTGS SE will be responsible for and will take any action necessary to remedy any breach of these 
Processor BCRs by a member of the Northern Trust Group located outside the EEA and any third 
party Data Processor engaged by Northern Trust. 

In addition, NTGS SE will accept liability for any sanction imposed or other remedy available under 
applicable EEA Data Privacy Law (including compensation for material and non-material damage to 
the extent compensation would be payable if the relevant Processing activity had been subject to 
EEA Data Privacy Laws), in respect of breaches of these Processor BCRs, including to the extent 
Data Subjects have third party beneficiary rights in accordance with section 7.1.2, for members of 
the Northern Trust Group and third party Data Processors engaged by Northern Trust located 
outside the EEA. NTGS SE will not rely on a breach by an internal or external sub-processor in 
order to avoid its own liabilities. 

NTGS SE shall accept liability in such circumstances as if the breach of the Processor BCRs has 
been undertaken by it in Luxembourg. Where a Client is able to demonstrate that they have 
suffered damages and that it is likely that the damages occurred because of a breach of these 
Processor BCRs, NTGS SE shall have the burden of proof to demonstrate that the member of the 
Northern Trust Group or third party Data Processor engaged by Northern Trust obliged to comply 

mailto:Privacy_Compliance@ntrs.com
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with the Processor BCRs in accordance with section 4.1.8 (as applicable) and which is alleged to 
be in breach is not liable for the breach giving rise to damages or that no such breach took place. 

7.2.2 Other rights 

The rights contained in section 7.1are in addition to and shall not prejudice any other rights or 
remedies that any Data Subject may otherwise have under EEA Data Privacy Laws (including the 
right to compensation, if appropriate). 

Without prejudice to the provisions set out in section 5.4, Northern Trust will not be deemed to have 
breached these Processor BCRs if it has observed the appropriate standard of care in the 
circumstances or otherwise acted in accordance with EEA Data Privacy Laws. 

8 GENERAL 

8.1 Updates to the Processor BCRs 

8.1.1 Updates 

From time to time Northern Trust may modify these Processor BCRs (including to take account of 
modifications to the regulatory environment and Northern Trust's evolving information technology 
infrastructure). 

All modifications to these Processor BCRs will be subject to the approval of the Chief Privacy 
Officer & EMEA DPO. Once any modifications to these Processor BCRs are approved these will be 
communicated without undue delay to Clients and all members of the Northern Trust Group bound 
by these Processor BCRs and posted on the Northern Trust public website at the URL: 
NORTHERN TRUST – Binding Corporate Rules (Processor). Any modifications to these Processor 
BCRs shall include the date of the revision. 

Northern Trust shall promptly notify Clients of any modifications that affect the Processing 
conditions (e.g. any intended changes to sub-contractors) and Clients shall be entitled to object to 
such modifications or terminate the Service Level Agreement before the modification is made. 

The Chief Privacy Officer & EMEA DPO shall keep an up-to-date record of any approved 
modifications to these Processor BCRs. This record of approved modifications, which will be 
maintained in accordance with Northern Trust's accountability obligations under the GDPR, shall be 
made available to Data Subjects, Clients and all other Data Controllers on whose behalf Personal 
Data is Processed by Northern Trust and Supervisory Authorities upon request. 

For the avoidance of doubt, any modifications to these Processor BCRs or the list of BCR Members 
(which are not purely administrative) shall be reported to the relevant Supervisory Authorities via 
the competent Supervisory Authority once a year with a brief explanation of the reasons justifying 
the modifications and shall include a renewal of confirmation regarding assets. Such modifications 
shall be reported to the relevant Supervisory Authorities even if not specifically requested by them. 
More significant modifications, which would possibly affect the level of protection offered by or 
significantly affect the Processor BCRs will be reported promptly and where necessary, the 
approval of the Supervisory Authority will be sought. 

8.1.2 No transfers 

As explained in section 3.1.3 above, in undertaking its Processing activities, Northern Trust takes 
steps to ensure that where it transfers Personal Data to locations outside the EEA, as a Data 

https://uat.northerntrust.com/content/dam/northerntrust/corporate/global/en/documents/web/legal-privacy/business-corporate-rules/binding-corporate-rules-processor.pdf
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Processor on behalf of its Clients, such transfers are undertaken in accordance with Northern 
Trust's obligations under the EEA Data Privacy Laws. 

No member of the Northern Trust Group shall make any transfer of Personal Data covered by 
these Processor BCRs to another member of the Northern Trust Group until such member is bound 
by these Processor BCRs (or an alternative means of protection under Chapter V of the GDPR is in 
place). 

8.1.3 New members 

Additional members of the Northern Trust Group may become bound by these Processor BCRs 
and certain members of the Northern Trust Group may no longer be bound by these Processor 
BCRs. Therefore, Northern Trust will ensure that a fully updated list of members of the Northern 
Trust Group (in respect of Northern Trust's activities as a Data Processor) is available from the 
Chief Privacy Officer & EMEA DPO and will provide this information to Data Subjects, Clients and 
the Supervisory Authorities on request.  

8.2 Effective date 

The effective date of these Processor BCRs is 31 March 2026. 

8.3 Contact information 

8.3.1 Contacts 

Any questions regarding these Processor BCRs, including any queries in respect of the exercise by 
Data Subjects of the rights granted to them under these Processor BCRs, should be directed to the 
Chief Privacy Officer & EMEA DPO using the details below: 

Email: Privacy_Compliance@ntrs.com 

Post:  

• Luxembourg, 10 rue du Château d’Eau, L-3364 Leudelange, Grand-Duché de 
Luxembourg; 

• Ireland, Georges Court, 54-62 Townsend Street, Dublin 2, Ireland; 

• Netherlands, Vinoly 7th floor, Claude Debussylaan 18A, 1082 MD Amsterdam, The 
Netherlands; 

• Sweden, Ingmar Bergmans gata 4, 1st Floor, 11434 Stockholm, Sweden; 

• Norway, Third Floor Haakon VIIs gate 6, 0161 Oslo, Norway. 

  

mailto:Privacy_Compliance@ntrs.com
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Schedule 1 – APPLICABILITY OF PROCESSOR BCRs TO NORTHERN TRUST GROUP 
ENTITIES 

NT Group entity Company Registration Address 
and Registration Number 

Data Protection 
Contact Email Address 

Northern Trust Global Services 
SE with Branches in the United 
Kingdom, Sweden, The 
Netherlands, Norway, 
Switzerland and Abu Dhabi  

10 rue du Château d’Eau, L-
3364 Leudelange, Grand-
Duché de Luxembourg                    
Registration number: 
B232281 

For all Northern Trust Group 
entities, please contact: 
Privacy_Compliance@ntrs.com 

Northern Trust International 
Fund Administration Services 
(Ireland) Limited 

Georges Court, 54-62 Townsend 
St, Dublin 2, Ireland   Registration 
number : 160579 

 

Northern Trust Global Services 
SE. Leudelange, Luxembourg, 
Zweigniederlassung Basel 

Aeschenplatz 6, Basel, CH-4052 
Switzerland                      
Registration number: CHE-
325.013.405 

Northern Trust Global Services 
SE, United Kingdom Branch 

50 Bank Street, Canary Wharf, 
London E14 5NT, United Kingdom 
Registration number: BR023423 

 
Northern Trust Management 
Services Limited 

50 Bank Street, Canary Wharf, 
London E14 5NT, United Kingdom 
Registration number: 4794949 

 Northern Trust International 
Fund Administration Services 
(Guernsey) Limited 

255, Trafalgar Court, Les 
Banques, St Peter Port, Guernsey 
GY1 3QL                         Registration 
number: 15532 

The Northern Trust Company with 
Branches in London (UK), the 
Cayman Islands, Melbourne 
(Australia), Beijing (China), 
Singapore, Toronto (Canada) and 
a Representative Office in Kuala 
Lumpur (Malaysia) 

50 S La Salle St., Chicago, IL 
60603-1006, United States 
Registration number: ISB.0014019 

The Northern Trust Company, 
Singapore Branch 

One George Street #12-06, 
Singapore 049145           
Registration number: S96FC5148J 

The Northern Trust Company of 
Hong Kong Limited 

Suite 1901 Two Pacific Place 
Admiralty, 88 Queensway Hong 
Kong                               Registration 
number: 487325 

Northern Operating Services 
Asia Inc. 

8th floor Tower 3, 9 East 11th 
Drive Uptown Bonifaco, Taguig 
City, Metro Manila, Philippines 
1634                         
Registration number: 
CS201317407 

mailto:Privacy_Compliance@ntrs.com
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Data Protection 
Contact Email Address 

Northern Operating Services 
Private Limited 

2nd Floor, RMZ Ecospace, 
Campus 1C, Sarjapur Outer Ring 
Road, Bellandur, Village, Varthur 
Hobli, Bangalore, Indias 560037 
Registration number: 
U72300KA2005PTC048089 

 

Northern Operating Solutions 
Private Limited 

9th Floor Tower B, EON Kharadi 
Infra Pvt Ltd Phase II Sez, Survey 
No. 72/2/1 Kharadi Pune-411014 
Maharashtra, India Registration 
number: 
U72900PN2019FTC188165 
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